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Abbreviations and Definitions

ALARP As Low as Reasonably Practicable
Application l_)omains in whic_h safet_y critical _sys_tems_ are developed that need certificatio
. like the Automotive, Railway, Avioniddaritime, Health, Nuclear Power

domain
Plans,etc.

ARM Argumengtion Metamodel

CAE ClaimsArgumentEvidence

CCL Common Certification Language

COTS CommercialOff-The Shelf

Dow Description of Work

Domain The sa_lfety assessment domain as a common denominator for safety assess
expertise and practices.

HLR HighlLevel Requirement

IMA Integrated Modular Avionics

ISA Independent Safety Assessor

OPENCOSS | Open Platform for EvolutioNary Certification Of Safatical Systems

RAM Requirements Abstraction Model

RTOS RealTime Operating System

SEooC Safety Elemenbut of Context
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UML Unified Modelling Language
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Executive Summary

OPENCOSS aims at the definition and implementation of an intelligent, automated, and highly

customizable safety certification management inffaddzO G dzNE Ay 0 S3INI G SR Ay (G2 Yl y
development and safety assurance processes and tooling. The technological platform will build upon a
comprehensive conceptual certification framework for safety case creation, monitoring, assessment,
maintenance, and evolution.

The goal of this deliverable is to give an overview of the OPENCOSS conceptual domain and to formalize
the highlevel functional and noffiunctional requirements and constraints based on the work done in WP1.

The deliverable provides
1 the process used for capturing hi¢gvel requirements and lists best practices;
1 an overview of the OPENCOSS conceptual domain, showing how concepts are related to each
other;
1 use cases diagranshiowing the interaction between stakeholders and OPEN@@8&m;
91 highlevel requirements elicitated by the OPENCOSS consortium;
1 highlevel validation scenario.

The conceptual domain model, shows on both an aggregated and detailed level, the most important
concepts used in the OPENCOSS project. Furthermdrevitsshow and with what cardinality these

concepts are related to each other. The conceptual domain model serves as an important cornerstone for
understanding the problem at hand and designing a solution.

The use case diagrams show how actors (users, lstddkers) interact with the OPENCOSS platform. It
details the actions available to the different actors and furthermore shows which actions depend on which
other actions.

From the higHevel requirements gathered, the essential requirement attributes agtype, priority, and
actors are listed in a sequence of tables. The set of requirements presented in this document should be
considered an initial set. Because of the research nature of the OPENCOSS project, the requirements are
bound to change with inght gained. This document will however serve as a basis for all other work
packages, but should be incrementally updated and improved.

The appendices give some more background information, such as best practices and guidelines for high
level requirementsan example use case for creggplication: RTOS OPENCOM and validation scenario
used to validate the use cases against the Hégtel requirements.

As stated, this document contains the current understanding of the problem at hand and solution needed

in the OPENCOSS project. This initial set should be usable as guidelines for other work packages but at the
same time, the contents, i.e. the conceptual domain model, use cases, antth&imequirements should

be re-evaluated on a consistent basis to seee are on track and be iteratively updates and improved.

FP7 project # 289011 Page8 of 134
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1 Introduction

In a broad context,afety assurance and certification are among the most expensive andciimguming

tasks in the development of safetyitical embedded systems. European imation and productivity in

this market iscurrently somewhaturtailed by the lack of affordable (re)certification approaches. Major
problems arise when evolutions to a system entail reconstruction of the entire body of certification
arguments and evidencéurther, market trends strongly suggest that many future (embedded) systems

will comprise heterogeneous, dynamic coalitions of systems of systems. As such, they will have to be built
and assessed according to numerppstentially competingstandards ad regulations. Current

certification practices wilhen be prohibitively costly to apply to this kind of embedded systems.

At project level OPENCOSS aims to devise a common certification framevinick spans different

vertical markets in, first of althe transport sector anavhichfacilitates the reuse of assurance assets

across and between domains, aal$oto establish arinfrastructurecasu quaan opensource platformfor

safety certificationTheplatform is being realised as a tightly integratedlution, supporting

interoperability with existing development and assurance tools. The ultimate goal of the project is to bring
about substantial reductions in recurrigsts ofsafety(re-)certification, and at the same time to increase
product safetythrough the introduction of more systematic certification practices. Both will boost
innovation and system upgrades considerably.

In other words OPENCOSS aimgtlat definition and implementation of an intelligent, automated, and
highly customizable safy certification management infrastructure integrated irggistingdevelopment
and safety assurangarocesses and towlg. The technological platform will build upon a comprehensive
conceptual certification framework for safetase creation, monitoringgssessment, maintenance, and
evolution.

This document is the second deliverable of work package 2 (WWR2)bjectives ofWP2are to:

1. Systematically anadg and formulate the meaningful business models of such a platform and
capturethe needs of differat types of OPENCOSS stakeholders including tool vendors, embedded
systems developers, integrators, system and system of systems providers, certification entities,
governmental agencies, regulation bodies, and standardization bodies.

2. Formalize the highevel functional and nofiunctional requirements including legal constraints,
security, reliability and others, by using the inputs from use cases (WP1).

3. Design the global OPENCOSS platform architecture, while considering already existing technologies
and corteptual frameworks.

4. Provide a usage scenario specification of the OPENCOSS architecture with emphasis on platform
services, building blocks and interaction scenarios.

OPENCOSS deliverable D2.2 aims to tackle the second objective and describe-linadhigictionality of

the OPENCOSS platfonvhich is the primary technical deliverable of the projeks.discussed in Section

4.1 below, the Platform will provide a seamless infrastructure, linking tools to support engineers and safety
assessorsinthe cec& FFSOGA PGS RSOSE 2LIYSy (i dssG@ncSpddkd del2(Nd 2y TR &
critical systems¢t KSa4S al 4adzNl yOS LI O1aé¢ gAff O2YLINRAS SOAR
with clear justification for the safety of these components within sfiesafetycritical systems.

I 2YLX Al yOS (2 NBtS@OFyd aidl yRINRa ¢Af The OFENEGESS 2y a G N
Platform will support the OPENCOSS Approach, which will provide engineers with a structured, guided
process for the assurancé safety-critical systems created by the composition of these reusable

componentslin this way, the assurance process for saf@itical systems will be brought into closer

accord with the process for the dewgiment of the systemsg whichalready featurs the composition of

discrete, reusable components to a large extent.

FP7 project # 289011 Paged of 134
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1.1 Relation with other tasks and work packages

The OPENCOSS Approach is dependent on the research results of the Work Packages 4 through 7 and in
concordance with the high risk goals betOPENCOSS projeststated irff1]. Particularly the reduction of
recurring costs for component or product safety certification (or assessment) across vertical markets (like
application domains) is dependent on the compositibcertification and the development of the common
certification language, respectively risk 2 and 8lin

1.1.1 OPENCOSS Platform Architecture (Task 2.3)

Thearchitectureof the OPENCOSS Platform is currently under developmeask 2.3The approach
adopted there has been to focus on hilglvel features of the Platform, which can be loosely decomposed
across the project.

The technologies to support the OPENCOSS Approach, and the tooling to be made available through the
infrastructure, are to be developed in WoRackages 4hrough7, which form the technical core of the
project. It is envisaged that these WoBackages will loosely correspond to the highel features

identified in the Task 2.3 Architecture, though discussibthat is beyond the scope of the current
deliverable.The work undertaken in these WoBackages is as follows:

1.1.2 Common Certification Language (CQMP4)

ThisWork Packages concerned with the development of a synthesized model of core safety ctsncep

from the OPENCOSS target domains, together with mappings from the stesplific elements to the
synthesized concept3he resulting Common Certification Language will provide a basis for the informed
reuse of assurance assdfmarts of an assuranaaase)within and across the OPENCOSS domains, by

making explicit the intentions behind the original development of the assets and thus supporting engineers
in making informed decisions about the appropriateness of the religel support for the CCL wilka be
provided.

1.1.3 Compositional Certification (WP5)

The objective of thisNork Packages to define a compositional or modular approach to system
certification which relies on the definition of contracts to capture the gyarantee relationships between
assured properties of reusable componertiballenge is to provide a means to facilitate the reuse of
certification assets within a safety argument framework. $ag& operation of the system as a whole will
rely on complex assumptions and guarantees dfitba behaviour of the aggregated components, with
safetyrelated functions often being partitioned across diverse compondttgill be the task ofVork
Package to clarify assumptions and component interdependencies in such a way as to make explicit to
what extent component reuse is possible in isolation from the original system coiitextapproach will
involve the development of freestanding argument modules, with associated evidence, which will be
composed to form an overall system safety argument.

1.1.4 Evolutionary Evidence Chain (WP6)

ThisWork Packages concerned with the development of an infrastructure to support the chain of related
SHGARSYOS T2N GKS | aatdeNdin/iSsupghdit thimanageénient &nd Qacealility S (i & @
reusing evidence artefacts to support the compositional argument structures developed in WP6 will

provide a means to characterize evidence artefacts, toisletheir reuse by making clear precisely what

they offer to, and depend on, in terms of a genericuaaace frameworklt is essential that the original
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assumptions and conditions relating to the production and recording of evidence artefantstheir

precise contribution to the support of an implicit or explicit assuramcecompliance claim¢ be sbred, so
that reuse of the evidence can be informed, and the nature (and potential shortcomings) of its relevance
and guarantees in the reuse context be assessed.

1.1.5 Transparent Certificationand ComplianceAware Process (WP7)

ThisWork Packagaims to conbine the technical approaches developed in WHsiA the definition of a
broadranging process for the management of the safety aspects of systems which is integrated with the
existing development lifecycle. It is the role of WP7 to model and understamgses and their required
contribution to the assurance of the product, and also to ensure that an awareness of assurance and
compliance issues informs the throudife development and deployment of the safetyitical product.

1.1.6 General remarks

Detailedrequirements for these supporting technologies will be produced by the indivithioak Package
themselvesilt is the role ofWork Packag@ to provide higHevel requirements for the OPENCOSS
Platform, which requirements will serve as input to the reshand development work to be undertaken
in the technicaWork Package This document provides a record of those requirements, and also details
the environment in which the Platform and Approach will be deployedhe first stage of decomposition
of these highlevel requirements, the requirements are to be partitioned across the core functions of the
OPENCOSS Platform defined in the Platform Architecturently under development in Task 28d

thence allocated to the various technid&ork Package dther as items for which a giveivork Package

will have sole responsibility @rin many caseg as concerns to be shared between two or more of the
technicalWork Package This work is currently in progress, in tandem with the requirements elicitation
work reported in this document.

1.2 What are highlevel requirements?

There is an expectation that requirements will emerge at various levels of detail throutteaburse of

a project, and that they will be interleaved with the various stages of architelctsyatemlevel and
subsystenor componentlevel design workin this waya stratified document set is achieved whereby
requirements at one level feed into the design work at the next layer down, from where the design
decisions result in requirements atdhlevel, and so on. In practice, of course, things are not quite so neat,
and requirements tend to arise at different levels of deiaithe various designequirements iterations

(and sometime®ven duringhe development process) antked tobe managediccordingly, in terms of

the stratified project documentation.

The highlevel requirements ar¢he topmost level of requirements which act as input for filatform
architecture definition proces#\s such, they aim to mediate the hitdvel use case snarios and

business concernswhich, in OPENCOSS, were presented in deliverableclirtd abstract
characterisations of the broad functions of tpitform, which can be allocated across the higtel
functional blocks defined in the architecture andainto statements describing ndanctional concerns

at a veryhightlevel The higHevel requirements are important because they provide the foundation for all
of the subsequent development deliverabl@hehighlevelrequirements describéhe inputs ad outputs
associated with each abstract function of tpkatform.

Whereas the business cases and Higrelscenariosare written from the perspective of the enterprise
developing theplatform and reflect the critical organizational objectives to be neghlevel
requirements are typically focussed on the technology to be developed, and are written from the
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LISNELISOGA GBS 2F (KS Sy R plafrsNIedigheyelréditen@@itdddofimentA (0 K G K
details the abstract solution for the praje based onthedzd SN & Yy SSR& ItdgfiResB& LISOG | G 7
scope of theplatform, and provides the basis for estimates of the size and likely cost of the profente

is a fine balance to be struck here, however, since it should be remembered ¢hhighlevel

NEIljdZA NSYSyiGaz a NBIdZANBYSylaz akKz2dzZ R NBYFAY daA YL
features and functions required of and from tpatform, without constraining the architects and

designers in how these are to be delivered.

Some of thanost common objectives of a hidével requirements documenand specifically for the
OPENCOSS platforare as follows:

1 To provide the basis for negotiation wittptatformQ @ser) stakeholders and direct customers as
to what their needs anéxpectations from thelatform are;
To provide a basis that is applicattdomain independent;
To document these needs, and provide the basis for traceability back to them throughout the
requirements and design documentation, ensuring that the develogngefocussed strongly on
GoKFEG GKS dzaSNJ gl ydasT
9 To provide a basis for communication to the technology providers of whapltdtéorm needs to
do in order to satisfy the customer and user needs;
To provide input for the highevel (architecture) desigadivities;
To provide input for testing and other verification and validation activities ;
To describavhat the solution (in this case platform) must be able to do, abstracting tnomait
will do this.

1
T

= =4 =

Specifically, there is a number of rules that reqoients should adhere tdRequirements must be
uniquely identifiable, unambiguous, testable, free from implementation details etc.[4}&&.) In
appendix10these rulesare specified and adapted to the OPENCOSS needs.

It follows from the breadth of these objectives that a number of partners and stakeholders should be
involved in the creation of the higlevel requirementsThese should include:
1 ¢ KS LINE 2 S OdinaPENCODEStermasStheYrechnical Director, Project Manager and
platform architects
9 User representativeg in OPENCOSS, the repmatsgives of manufacturer and independent safety
assessopartnersof all applicatiordomains
9 Process owners or representagis¢ in OPENCOSS terms, the leaders of technical pamkages
1 Subjectmatter expertsc in OPENCOSS terms, these are likely to be specific user representatives,
drawn from the manufacturers or assessors

In scoping the higlevel requirements, it is ingrtant to be aware of the critical success factors of the
project, as defined by the principal customer stakeholde/eere possible, these should be measurable,
and validated with baseline metrics and targdter OPENCOSS, a stariaint for these measres is

given in the DOVJ1]. They should include an indication of the current performance in thaatgch the
solution seeks to target (i.e. the current cost and time implications fareréfication of safetycritical

sysems in the target domainsand the aim of the proposeglatformin terms of quantifiable

improvements in this aredlighlevel constraints on the specification should also be clarified: for example,
how much variation is permissible in the delivery of thesiccesfactorsand how willing is the

consortium to produce alatform outside the immediate specification limitations, if the aims of the

project prove overly ambitious?

It is also common foa high-level requirements document to contain an expliciodel of thesafety
assessmendomain in which theplatform will operate, since the requirements themselves are only
logically valid, as statements, within this context and with relevance to the spgleifiorm under
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definition. Information about the domia is therefore necessary for the refinement of requirements
throughout the design process, and for validation that ghatform requirementsg as a whole; are
correct.

Domain knowledgevhich is mandatoryor requirements refinement and validation faitgo two main
types:
(i) Information concerning important characteristics, behavigarsd responsibilities of thplatformQ a
stakeholders.
(if) Information associated with the discretBfferent interfaces between relevant stakeholders and
the platform@ functions.

Relevant domain knowledge is likely to take the form of definitions of domain entities, concepts etc.,
assumptions concerning their behaviour in particular sets of conditions, or information concerning
dependencies between them. Rationale fequirements decompositions, or for implementation details,
cannot strictly be classed as domain knowledge for requirements validation purposes: rather, it provides a
record of the relationship between the requirements, the domain and the specificatimhshould form

part of a (tacit or explicit) satisfaction argument traced to the requirement.

Domaininformation will be elicited, and recorded, as the requirements are clarified. The identity of the

WR2 YLl A Y reseénsilfieNdi the models likelyto change as the project progresses. For example, a
requirements specialist may pass/hisr understanding of thelatformQa O2y G SEG G2 | &2 Fi
who might pass it to a programmer, a tester or a maintainer. The important observation concerning

domain modelling for validation or refinement is that the domain knowledge exists somewlibes

model simply makes it easier to ensure that those decomposing or validating the requirements do so on

the basis of consistent, correct information, and thiaétprocess of informatiogathering need not be

repeated.

To further elaborate on the characterization of hilglvel requirements, literature[{5], [16], [17])

indicates different abstraction levels on which requirements can be defifed OPENCOSS we have based

our levels on the requirement abstraction mod&6] where the product level is renamed into platform

level in order to avoid amyuity: platform, feature (system), functiofmot functional) and component

(software) level A characterisation of the requirements at these levels is as follows

1 On the platform level requirements are godlke in nature and expresthe intent of theplatform.
They are closely related to the stakeholder goals and needsigisallystated in deliverable
D2.1and which are refined in appendd Stakeholder goals and needs are the source for the
requirements for the platfornin the sense that they describe tlgmals and needs independent of
the platform characteristicsPlatform level requirements NS 2 F 4GSy y20 UdaGAy3 4
constraintsof a requiremenin that they should be unambiguous atestable(SeeAppendix10,
rule 10and 13 have been modified for tliexceptiol. In the context of OPENCOSS, goals relate to
the business problems to solamdbusiness needs to meet by means of the OPENCOSS platform
0SPIDPT G{ dzLILI2 NI NBdzaS 2F O2YLRaAldGAz2ylf O2YLRYS
independently from theexistence of the platform. Higlevel scenarios describe the intended
interplay of different platform goalgSee Appendif);
1 On the featuredvel requirements are features that thelatform supports. Featuresvel

requiremeris shouldy 2 & 2 0 SNJ RSGF At a I & { Brdesférkhé profluayfcd i A 2 v &
support a feature; rather theequirements should be an abstract description of thlerlying
functions involved, aa group of functionsin general, a system featuf&7] is characterised by (1)
representing an abstraction of the functionality of a system, (2) corresponding to a system
characteristic that is valuable for customer stakeholders, and (3) not being testable (i.e., a feature
mug be refined or broken down in order to verify that a system supports it);
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1

On thefunction-level,requirements statevhat a useishould be able to dacpncreteactions that

are possible to perform), and also for nfumctional requirements. Thmain criteion is that the
requirement should belescriptive of what a user (or th@atform in the case ohon-functional
requirements) should be able to perform/do. Functiewel requirements should striie be

testable consistent, traceable, measurabigyambigious etc As a rule of thumbfunction-level
requirements are detailed and complete enough to kstkrt platform design. However, they are

not detailed and complete enough to, for instance, allow two separate development teams to
implement a samelatform (specification) and that thplatforms for both teams provide the same
functionality and/or services;

On the omponentlevel, requirements are of a detailedature depicting information that is closer

to how something should be solved, i.e., thhe boundary of design information. The main reason
for the existence of this level is twofold. Many requiremettitat come from development sources
are on this level of abstractioimhis level corresponds to requirements specified in such a detailed
and precise wa that would allow the two developments used as an example above to implement
two systems with (almost) the same functionality and/or services. It should be possible to assign
the requirements specified at this level to the system components (architectiiaewill provide

such functionality and/or service.

The requirements specification styles proposed for each level are:

T

T
1

Platform level anddature levelare expressed itextual specification (list), partially supported by
use case diagrams and hilgve scenarios.

Functionlevel uses case diagrams

Component level: detailed user interface meaghs detailed use case scenarios, textual
specification of other functional requirements, textual specification of -fumctional
requirements, and a data model

For the higHevel requirements we will focus on the platform and feature level. For clarification some
function-level requirements will be described as well.

FP7 project # 289011 Pagel4of 134



HighlLevel Requirements D2.2
OPEN@OSS "efe

2 Process for Creating Higlkevel Requirements

2.1 Steps andterations

A number of steps is follogd in the process of creating the hitgvel requirements. These steps are taken
from [4] and depicted irFigurel.

The process for requirements elicitation, analysis, specification, and validatienoa been followed in a
strict order, rather, we forced to do a number of iterations to come to the result as described in this

deliverable.

Requirements Engineering
Requirements Development Requirements Management
Requirements |4 < Establish & rpiin;ain an .
Elicitation o agreement with t e customers
+ o B users on the requirements
o=
38 ¢ Control the baselined
Requirements "5 g > requirements
Analysis e T
~ B g <@ Process proposed changes to
p * S g the requirements
. oz
Rsequl_rl;fzme_nts » B8 § § ¢ Keep requirements consistent
pecification | 429 |z o with plans & work products
+ iz &=
- - o - .
p e |& @ Negotiate new commitments
Requirements based on impact of approved
Validation ) changes
Current Requirements lRevised Requirements
—> Baselined Requirements

Figurel: Requirements engineering stepeconstructed from[4]

2.2 Context: Business scenarios

When developin@ software systemunderstanding and knowledgé the safety assessmedbmain are
keys for success and practically preconditions for adequate requireneéaistion and specification.

In order to eicitate thehigh-levelrequirements, a number of scenarios (storyboards, use caseshai®)
beendefined. The scenarios are based on the most important business cases, all stakeholders involved,
and the e3 value mode[21] that have been defined IOPECOSS deliverab?.1.

Figure? illustratesthe general safety assessment proceshich is abstracted from the domaspecific
processes relevant to the OPENCOSS target domains

The main challengesmddressed byhesehighlevel use cases are:
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a) reusing evidence for a next version of a safeftyical system,

b) reusing a safety case for a component or a subsystesarmew system, possibly across domains,

c) reusing (part of) a safety case in orderd®monstratecompliancewith another standard, possibly
across domains,

d) reusing a safety case for a system in another domain.

The basic underlying requirement is that there is a unification of con@mtgequirements relating to the
demonstration ofproperty, such as safety, assuraraxeoss the target domains

2.2.1 General safety assessment process

In Figure2 we see thegenericbusiness process of the safety assessment for all domains described in the
BPMN (business procesmdellingnotation) [20]. The notation is aimed at identifying the consecutive
process steps in safety assessment. The most basic functions depicted here are at least present in all
domains.The diagram showsvo swim laneswhich represent process steps undertakerabyehicle
manufacturer (OEM upper swim lane) and component supplier (lower swim lane). The component
supplier is included to show the implications for component or subsystem implementation within the
complete product development.

Figure2 also inorporatesa double \Ymodel of both the manufacturing process (requirements, design,
development, tests)as well as the verification and validation process. The latter is depicted in the top
process line for both the OEM as for tbemponent supplier. Note that only thigood weatheg process is
described exceptional situationbave beeromitted for the sake of simplicity and understandability of the
figure. The figure shows only the process flow and does not include informatismss. For example
information flows from Safety Plan to Requirements and from Requirements to Hazard/Risk Analysis, are
not included to avoictomplicatingthe figure.

Qossdomain

Safety Plan
ire- Design & V&V and
Development Tests
OBV

[Assessment found deficiencies]

Hazard/ (SJb)system
Analysis Asse: t
Analyss y Ejid no!?:rfg
CI

() deficiencies]

Legend (BPMN ¢ business process modeling notation):

Component OQ  sat-andendnode.
: Hazard/
° Qibsystem
SJpp“er Rsk_ AnalysisO Process step
AnalysisQ ) Transition flow from

 —

one processto the next
A 4

. Q @ Conditional fork with conditions
Design & | V&Vand [condition]  on the outgoing arcs and parallel
DevelopmentQ TestsQ fork/join.
Recurrent o
p

rocesses | ubprocess within a process

Figure2: Cross domain safetyssessment business process
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Additionally, an example feedback loop is includedrigure2 after the last safety assessmefihis
demonstrates that the safety assessment has a filter function, where either the product is assessed a
acceptably safe dhe assessment indicates a need to improve product satetiyigure2 an assessment
that has detectedhortcomings in safetgesults for example in ranalysis of the subsystems. In most
cases, however, a s/ assessment with non-positiveoutcome will have repercussions in botimodel
cyclesthere will be an impact on botthe development of the product and its verification and validation.

The main crosgdomainsafetystandardapplicable to electricaklectronic or programmable electronic
systems or subsystems within the OPENCOSS target dos#ingyeneric standartEC 61508. For all
domains there is adomainspecific reworking of IEC 615Fr example, in the automotive domain, the
requirements @ 1ISO 26262 are an interpretation and specialisation of IEC615@8fetectrical,
electronic and programmable electronic aspects of road vehicles.

2.3 Requirements Elicitation

2.3.1 Wireframing

One of the techniques used in user experielidX)designis wirgraming. It is more specific than story
boarding and resembles prototyping and creating mapk. In this context, it is applied as an elicitation
technique to create a first impression of the requirements for the OPENCOSS platform.

A wireframe is a visliaepresentation of a software layout design, sometimes referred to as a skeleton,
outline, blueprint, prototype screenpr mockup. For example, website wirkaming could only represent

the basic page layout structure, navigational scheme and majocsitgoonents. Wireframes are made in

a variety of graphic design documents, and often removeatur from the design (i.e. use a greyscale
colour palette) in instances where the final software is expected to have graphic design applied to it. This
helps b prevent confusion as to whether the prototype represents the final visual look and feel of the
application.

Wireframes may be utilized by different disciplines. Developers use wireframes to get a more tangible
ANF ALl 2F 0GKS aA i Sspaersfuseyten fopysh theh used mterféack UL procesS. User
experience designers and information architects use wireframes to show navigation paths between pages.
Business stakeholders use wireframes to ensure that requirements and objectives arermeajhththe
design. Other professionals who create wireframes include information architects, interaction designers,
user experience designers, graphic designers, programmers, and product managers. Working with
wireframes may be a collaborative effort sintéridges the information architecture to the visual design.
Due to overlaps in these professional roles, conflicts may occur, making wireframing a controversial part of
the design process.

Wireframes may have multiple levels of detail and can be brakerinto two categories in terms of
fidelity, or how closely they resemble the end product.

1 Lowidelity: Resembling a rough sketch or a quick mogk lowfidelity wireframes have less
detail and are quick to produce. These wireframes help a project walaborate more effectively
since they are more abstract, using rectangles labellingto represent content.

1 Highfidelity: thesewireframes are often used for documenting because they incorporate a level of
detail that more closely matches the desigithe actual webpage, thus taking longer to create.
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For simple or lowidelity drawings, paper prototyping is a common technique. Since these sketches are
just representations, annotationsadjacent notes to explaifbehaviougare useful. For more complex

projects, rendering wireframes using computer software is popular. Some tools allow the incorporation of
interactivity including Flash animation, and freemid web technologies such as, HTML, CSS, and JavaScript.

The reason why we have applied this appods that the wireframing connects very well to the system
thinking level of the OPENCOSS patrticipants. By elaborating the designed user interfaces in the workshop
into use cases, the reason behind the sketches has become apparent and providesbasgfod

elicitation of thehigh-levelrequirements for the OPENCOSS platform.

2.4 Requirements Analysis

Based on the results of the wireframing workshop a first analysis was made which resulted in an initial
domain model The domain model is a kind of concepttass diagram tht gives a good framework for
defining requirements and use cas@siis finally ended in the domain model described in Se@&i8n

2.5 Requirements Specificatiorfirst setof HLRs

A first set of requirements wasased on three major stakeholders, identified in OPENCOSS deliverable
D2.1 as the most importarstakeholdersand users of the future OPENCOSS platform:
(1) TheManufacturers, as the developers s#fety critical systems and owners of the safety dossiers
that need to be assessed, @nvhose rework can be decreased;
(2) The Component suppliers or manufacturers of safety critical components, as the stakeholders
mostly benefitting fom the compositional components;
(3) The Assessors that can also benefit from a reductfaework when assessments are more
uniform and can include previous assessment results as well.

In Appendixl1a cross domain use case that was developed at that time is defined to demonstrate the
biggest challenges of the OREOSS project.

2.6 Validation throughTraceability

Each of the different levels of specification are validated using traceability. Requirements on a low level
must always be refinementy reificationsof highlevel requirements, higievel requirements mudbe

derived from stakeholder goals and needs, and those need to be derived from the business requirements.
In future these links will be checked and it will be validated whether eacHdweel requirement is

contributing to a higher level requirement anddiefore to the business goals.

2.7 Future iterations

As indicated in the introduction, the process to come to wiellined highlevel requirements is not a strict
one leading from platform level requirements, through featuaed functiorlevel requirementsto
componentlevel requirements. Requirements can come from any stage in the process. For that reason,
the requirements databask the glossary, and user need@?2.1) willbe living artefacts that need

constant adaptation andefactoring in order to reflect a consistent view on the demands on the platform.

1 Currently implemented in Requirements.xIs
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3 Scope and domain model

3.1 Vision and Scopeexplaining the Approach

TheOPENCOSB0ject aims to produce the first Europeavide open safetsassessment or certification
platform: an Open Platform for EvolutioNary Certification Of Safeitical Systems, a sedlistainable
community that provides a software solution for the coming decades. The purpose of the platform is to
reducethe time and cosbverheaddor safety (re)ceification for various vertical embedded system
markets. In the project, we specifically address the railway, avionics, and automotive domains. Other
domains, like aerospace, health, energy, etc. are not directly included in the analysis, but can be
consideed as the general target domains as well.

The safety concept that is addressed in this project is the absence of unacceptable risks and threats directly
related to the functioning of the system. These unacceptable risks threaten the safety of humhesasit

the users of the system or indirectly as being exposed to the risk or tHreabme domains, the risk of

damage to the environment, in addition to or instead of human stakeholders, is explicitly included in the
definition of safety risk.

The comnon denominator in probably all domaiiialso the domains not directly considered in OPENEOSS
isthe fact thatthe developers or manufacturers afsafetycritical systenare requiredto demonstrate

that it will be acceptably safe in a given contbgforeit is formally approved for release into servide

the domains included in OPENCOSS, demonstration can be provided by a safétyocageit is

important to note that not all of the standards explicitly require a safety case to be delivareid)isa

structured argument, supported by a body of evidence that provides a compelling, comprehensive and

valid case that a system is safe for a given application in a given operating environment. The

demonstration also includes suppdft2 NJ (0 KS | @eénednihe hifuinent@ngl thekefore the

safety of the system in focughdl y SELJ A OA G RS Y2y &oifdkinande foyhe eldvani K S & &
standards.

LY Ylyeée O2YLIyASas SalLlSOAlffe GKS O2YLRySyaedl yR S
by compliance to standards, processes, or generally accepted chedidiber than by the explicit delivery

of a safety argumentThis approach is included in the OPENCOSS mission and vision. However, for
OPENCOSS to be able to transcend this dospenific level and to demonstrate the safetfya reusable
componentin other domainsand its compliance to standards in the reuse domaims need toconsider
safetyat a higher level of abstractioto ensure thatevidence otompliancen the originalcontext can be
reasonably used tdemonstrae safety in this new context as well. (This subject is further tackled in WP5,
Compositional CertificationThe explicit capture of generic concepts of safety and compliance, which can
be traced to standards, gnance documents and company practice, will offer this level of abstraction and
provide the basis for informed reuse of assurance evidence, documentation and argument, by indicating
areas where artefacts can straightforwardly be reused and areas where caating or further workg

may be required.

3.2 The Approach for the OPENCOSS Platform

The safety demonstration or safety case will therefore be a central concept in the OPENCOSS Platform. The
platform will be released as an open source tool infrastructoresafety assessments where the

development and progression of the safety case will have a centrallndlleis approachhe platformcore

will basically consist of a set of tools that:
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1. Interface with existinglevelopment test, managementrgumentaton, and safetyassessment
tools (both open and closeesource) in order tuide engineers ireudngreliable, trusted,
compliant, possibly certified software that is broadly accepted by industry and regulators. The
existing tools need to provide additiahvalue to the development of the safety cagecause
there is not taxonomy for the tools that are used in practice, we consider the existing tools that
will interface with theOPENCOSS Cotlee OPENCOSS platform. SegureS;

2. Are created from or based on building blocks from OPENCOSS partners (Qualifying Machine from
AdaCord22], Tecnalia tools for Compliance Managemf8], etc), which provide additional
value to the development of theafety-critical system and its suppang safety case;

3. Alternately, ae created from scratch and provide new functionality to the development of safety
caser evidence artefactsThis should be kept to a minimum.

The OPENCOSS Platform will also provide tooling to support Safety Assetbepevaiuation of
assurance claims and arguments which are based on reused artefacts, for example establishing the
adequacy of a particular evidence artefact in a given contsgain, the Platform will interface with
existing tools, techniques and proces.

OPENCOSS
Platform

Existing OPENCOSS
tooling Core

Manage — \ | |~ Manage
Artefacts «includey Repository

User (U1)

Figure3Y 9 El YLIX S dzaS Ol as$ Wwalyl3S I NISTIOGaQ G2 RSY2yadNI

existing tools, and the OPENCOSS Core.

The mission of the OPENCOSS project and the biggest challenge of filierpisito provide functionality
that supports guidance and 1#se of assurance artefacts. It consists of:
a) providing guidance about how to comply with standards and regulations. This includes the
definition of a structured conceptual and tool frameworkdimre knowledge about standards,
their interpretations, and the strategies/decisions to comply with standards;
b) reusing evidence for a next version of a safety critical system;
C) reusing a safety case for a component or a subsystem in a new system, posailijférent
application domain;
d) reusing (part of) a safety case in order to show compliance to another standard, possibly across
domains. This would include intproject reuse, where an asset is reused between projects within
the same organisatiog for example across a product limgbut where different standards are
applicable. It would also encompass intetional reuse, where an asset is reused within the same
domain but between countries. In such instances, national interpretations or extensions to
standards are likely to be in place, even where there is a core European standard for the domain as
a whole;
e) reusing a safety case for a system in another domain;
f) providing transparency about the safety assurance and certification processes by imphaving t
awareness of the level of compliance and safety assurance process evolution to the different
stakeholders in manufacturer, supplier, and assessor companies. This also includes the definition of
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functionalities to provide metrics and estimation about thests, effort and time incurred in these
processes.

The platform musbn the one handxceed the functionality of a checklist, bart the other handwill

never generate the development of the safety case completely automatically; the user, either arasse
developer, must always have control over the judgements included in the safety case. The tool may
provideguidanceto the user to improve the safety case by means of suggesting proven solution patterns.

The OPENCOSS platform will be released witaoytspecific data of standards, knowleddesandards,

or specific expertise of the partners, if partners do not want to share this information. Future users must
provide the data for the safety demonstration, For example: the safety requirements framaastds,
evidence, safety arguments, etc. Whether the interpretation of the standard can be shared openly, is at
this moment still under debate; standards are not free and only available under license; providing the
interpretation for this standard, wouldypass these licences.

Note: the OPENCOSS platform exists of the external tool set and the OPENCOSS platform core. The
platform core is the functionality initially developed within the OPENCOSS project. The external tool set is
the existing set of tooldtat users already work with, and that may need an interface connection to the
platform core.
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3.3 ConceptuaDomainModel

Theconceptualdomain malel defines the centratoncepts for the OPENCOSS platfard shows how
these concepts are related to each ethlt not only describes theoncepts used in the domain of
assessing and certifying safety critical systems, itetgtains the approach that wadvocate to meet the
high risk challenges of the OPENCOSS platform.

Meta
General context
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Figure4: Aggregated OPENCOSS domain model

Figure4 shows an aggregated domain model, showing the main concepts which are detdigdrieb.

Note that the figures follow the UML staad, but also include certain new elements. The figures mainly
express the relationships between the concepts or classes in the safety assessment domain; if necessary
arrows indicate the direction and verbs the quality of the relationship. Multiplicitieglationships are
AVRAOFGSR 6AGK FAGSNAA]A OWFQOS H6KAES AGNAOG 2y$S
AYRAOFGAY3T | Y2NB F6&aiGNF Ol FyR HBENBENI, arddiétdig (JQ T 2
withadashedliB® 9EGNI | GGSydA2y YH B d@SRBkE. an/arginentis K S 02y
expressed in natural language and only for humans to be interpreted correctly (if a correct interpretation is
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something that is feasible at glfpr this reason the argument concept is merely indicating a relationship
and not a class, and therefore depicted like that.

For an elaborate description of each of the concepts, we ref@; &pperdix: Glossary of the OPENCOSS
Platform HighLevel Requiremenfsvhere the concepts in de domain model are indicated in a different
colour.

/I SYGUGNXYt Ay (GKS R2YIl Ay FgarédSThe repbsitaryldsS stotdEB mishds bfi 2 NB ¢ 6
storage for all data, documents, information, and other artefacts that are necessary (or related) to the

safety assessment and possibly certification of the safety critical system. This includes two concepts: the
GFENLISTEOUAaéTdYRRPPARK yH2 NKEKS aF FSde OlFaSs yR GKS

Artefacts such as requirement documents, architecture and design documents, risk analyses, test plans and
results, safety plans, hazard mitigation plans, etc. together form the systems b&dpwfedge. The

artefacts explain what the system does, how it accomplishes this, how we can be sure of this, how it
interprets standards and how it adheres to this interpretation. This makes the collection of artefacts the
base for evidence in the certiidon process.

Needless to say, there are several external guiding forces that guide or shape the artefacts, such as

Gadl yRFNRaéx a02YLI ye 3TFdzARStEAYySaédzr FyR ad2YY2y LN
can separate product and component asotseparate concepts both defined by artefacts. The product

itself can be defined in terms of requirements. The decomposition of the system needed for compositional
certification can be defined in e.g. in the architectural design.

Another important and biding element (which may or may not be considered an artefact itself) is the

I3t 288l NBEéED ¢KAA fAald 2F Oz2yOSLiia FyR SELXLFYlLIGAZ2Y
from the same base principles in any and all activities concerhimglatfiormd | @V 8&kl NBé¢ Ol y
used to reason over multiple projects, systems, or standards while keeping true to the meaning of

concepts.
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Figure5: Detailed domain model of OPENCOSS
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may be used to streamline this and offer support in them of argument patterns. The evidence can be
any kind of form as defined [2], page 19, which ranges from all kind of product information, like
requirements, design, and implementation, to information on the followed prec&se argumentation

may be on system level, but may very well be on component level, enabling compositional certification.

CKS GOSNIATFTAOFNGA2YE AGASET O2yaAraida 2F |y FaaSaay
validity of the argurentation over claims and evidence. The certification on component level will have to

take into account that there is a claiaxgumentevidence structure for each component or collection of
components.

FP7 project # 289011 Page24of 134



HighlLevel Requirements D2.2
OPEN@OSS "efe

4 HighlLevel Requirements

4.1 Introduction

As defined in thentroduction, high-levelrequirements are the requirements operating mainly on the
platform and feature level. Some of the requirements are on a fundgerl as well. The description of
the requirements abstract levels (derived frg6]) can be found in Sectidh2> WH#t are higHevel
requirements® &

In this chapter we first describe the full listaNJS |j dzA NBtdbitgsinGectiord.2, then we will show
the list of actors and stakeholders for the OPENCOSS platform in Sk8tjdallowed by a first overview

of the requirements in a couple of use case diagrams in Set¢tbFRinally the list of highevel
requirements for the OPENCOSS platf@nescribed in Sectiod.5.

4.2 Attributes of requirements

Therequirementscharacteristics are listed ifiablel. For each of thesattributes there is a description of
the attribute type, the constraints of the attribute, and the default value of the attribute.

Tablel: Attributes of the higHevel requirements

Attribute Type Constraints Default
ID* The IDused inthis requirements management Unique
document
Name Brief identification of the requirement in a few Short description -
words.
ParentIY Parent ID- The ID of the requirementhere this -
Refined froni | requirement is refined from, th&arentof the
current requirement
Levef Level of the requirementas explained in Section | Platform Feature, Product
1.2 Function, or
Component level.
Assigned WP | The work Package this requirement is assigned t{ Maybe assiged to | Traversal
multiple work
packages or even
traversal.
Priority* MoSCoW priorityfrom MustK | @S (i Bavé 2| Must, Should, Could 2 6062y Qi 0
priority. Won't
Rank Priority | The number assigned to rate tleactpriority of 79999
the requirement. Derived &ém themore aggregateq
MoSCoWpriority.
Must: 1-19999
Should: 2000689999
Could: 4000669999
Won't: 6000079999
Short Short description of the requirement
Description
Descriptiorf Detailed definition of the requirement. See Appendix
Ambigwus Vague words that will be explained in detailed sul subrequirements -
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Attribute Type Constraints Default
concept requirements must have the
parentID of this
(ambiguous)
requirement.
Status Proposed, accepted, implementegtjected,. Must have a type, |Proposed
and one type only
OPENOSS Common Certification Language, Compositional | Multiple types None
Objective type | Certification, Evolutionary Evidential Chain, allowed
Transparent certification Process, Complance
Aware Development Process, Global Platform.
RolgActor SeeFigure6, the users; the stakeholders that Multiple allowed None
(Stakeholder) | actively interact with the platform.
Stakeholdet | SeeFigure6, indicating the stakeholdersot Multiple allowed. | None
interacting with the platform.
Application Indicating the domains it is valid fatomotive, Can have mor¢han | None
Domain railway, avionicanaritime, aerospace, health, one type assigned
nudear plant, automation, general) If nothing is
indicated, the requirement is not bounded by a
domain.
Rationalé Rationale explainingthe WhyCbehind this -
requirement.
Sourcé Reference (standards, book, etpgrson, company -
or other identification of thesource of the
requirement Typically, the source indicates from
which type of information this requirement is a
refinement of.
Author(s) The person(s) creating the requirements. Probab -
but not necessarily the original owner.
Project The Concerto project the requirement is associatg
with. You can specifyero, one, or multiple projects
Due Date The deadline for implementing the requirement.
Owner The login name for the person who is responsible
for the requirement.
Story Points A measure used to estimate the effort required to
implement a specififunctionality. See Working wit
Story Points for details.
Typer Functional or noffunctional Nonfunctional Functional
requirements
describe the quality
of functional
requirements.
Mapping Mapping to functional requirements Mapping to
functional
requirements if the
type is non
functional.
Nonfunctional | Cost/Price Multiple

category

Design Constraint
Memory Storage
Performance
Physical

Power Consumption
Reliability

Safety

FP7 project # 289011
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Attribute Type Constraints Default
Security
Standard Compliance
Usability
Functional FUN- Function#Operations one of them
category COM¢ Communication
IS- Information Storage/Flow
Ul- User Interface
Fit Criterion A measurement of the requirement such that it is
possible to test if the solution matches the origing
requirement
Customer Degree of stakeholder happiness if his requiremer Scale from
Satisfaction is successfully implemented 1=uninterested to 5
= extremely pleased
Customer Measure of stakeholder unhappiness if this Scale from 1=hrdly

Dissatisfaction

requirement is not part of the final product.

matters to
S5=extremely
displeased

Conflicts

Other requirements that cannot be implemented i
this one is.

* These attributes are detailed in the hitgvel requirements, Sectidh5 (if available for that requiremei

4.3 Stakeholders and\ctors derived from users

From OPENCOSS deliverable DZeltakethe stakeholders and, specificaltiie users. These are depicted
in Figure6. Note that the interfacing tools stakeholders are actually pathefOPENCOSS platform, but

not part of the OPENCOSS core functionality. The core will link to these tools using interfaces.

Users

A

Developer /
Tester (D1)

AL ALK

Stakeholders
(excluding users)

User (U1) ‘D Interfacing ﬂ\

Tool (T2)

Development- ﬁ [> Assessment
Tool (T3) Tool (T7)
Safety Case

Engineer (E2)

Test Tool (T4) | Argumentation
Tool (T6)

Management
Tool (T5)

Administrator Safety Argument Safety Safety Consumer
(A2) (Project) Developer Engineer (E1)  Assessor (S1) (C1)
Manager (P1) (AL)

A AKX

European Standards European
Commission Organisation Safety
(E3) (S2) Authority (E4)

1
ALK

National Manufacturer National
Government ~ Company (M1) Safety

(G1)

Assessor Tool Provider ~ Manufacturer
Company (A3) Company (T1) of Safety

Critical
Components
(M2)

Authority (N3)

A A K LA

Manufacturer
of Safety
Critical
System (M3)

Figure6: Sakeholders andactors involved in the OPENCOSS fdatn
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4.4 Use case diagrams

Use cases emergdrbm the objectoriented development world. They describe the software from the
dzaSNRa LRAY(G 2F @ASgd tNp2SOGa (GKraG F2tt2¢ lye RS
not care how the software iguilt; he/she cares how to interact with.itUse cases are at tloentre of the

widely used Unified Software Development Prodé$s

Use cases are a technique for capturing the functional requirements of a sgstplaitform. Use cases
work by describing the typicatteractions between the users of a system and the system itself, providing a
narrative of how a system is usggl.

The usecase diagrams are depicted in the figures be(8&eFigure7, Figure8, Figure9, and Figurel0 for
an overview of use cases in the OPENCOSS plafigorel 1, Figurel2, Fgure13, andFigureld, provide
a more detailed view the specific requirements of individual actdiste that each use case refers with a
numberbetween brackets$o the ID of a highevel requirementTable 2 describes the numbersf all high
level requirements in this document. Sectidrb.2through Sectior#.5.10describe the details of these
high-level requirements.

OPENCOSS
Platform
| Manage  \ = Manage
Repository (197) «include»\  Artefacts (204)
Safety Case
Engineer (E2) R
?dng;lude»
Manage
Safety/Assurance
Case (203)
Safety
(Project)
Manager (P1)
Do assessment
(prepare for
certification) (210)
Safety

Assessor (S1)

Figure7: Manufadurerstuse case diagrapmumbers refer to higHevel requirement IDs

2S A0FNI ¢6AGK (KS anlFigudfsiné ihdzisEhalinain stakehdlder jgoviding the
safety critical systems and the docentation that needs to be assessed. They share the information with
assessors, they include the components of suppliers in their systems, they control the complete process.
Their viewpoint is the central one in the OPENCOSS platidrenhighlevel requirenents are described in
Sectiord.5.2

Here inFigure7, we see the repository as a central concept, again. This is the central point for collecting all
the input for the safety demonstration in the ssssment. Iirigure8 this is the starting point of the
assessment. First there is an agreement on the compliance means between the safety assessor and the
safety manager, then the baseline for an assessment can be put togettietedimered to the assessor.
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The assessor is then able to audit the matkeand perform the assessment. The highel requirements

are described in Sectioh5.3

OPENCOSS
Platform

Manage
Repository (197)

Safety
(Project)
Manager (P1)

Formulate Agreement
on Compliance Means
(212)

Safety
Assessor (S1) «include»

.

.-~ «include»

Do assessment
(prepare for
certification) (210)

. «include»

«include»

Demonstration (211)

Repository (121)

Audit Compliance

Assessment Report

Compose
Compliance

Navigate

: Audit Safety /
Assurance Case

(17)

Items (213)

Compose

(48)

Figure8: Assessor use case diagna

In Figure9 are the general functions of the platform for each user depicted. Users must be authenticated
and dependent on their role and access right level to the repositories they may navigate and manage the
content of the repsitory. The system records the main user operations in order to provide more process
information for the assessment and to be able to support a better awareness of the assessment impact.

The highlevel requirements are described in Sectéb.4
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OPENCOSS
Platform

User (U1) N )
«tnclude»
. «|nclude»
«include» o

«include», -

. «|nclude»

«mclude»

\

1
«include»
\‘«include»
\

Administrator
(A2)

Figure9: Use case diagram of the general user

The Safety &e Engineer is the future Safety Engineer that combines the expertise of the Safety Engineer
with the Argument Developer. This actor is very walable to manage the understandings, the

translations from standards to safety requirements, safety claims, and compliance itelriguitalOwe

see the aggregated functions that can support this expert in gap and impact ianahen changes in the
system relative to the safety argumentation occlihe highlevel requirements are described in Section

4.5.5
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OPENCOSS
Platform

«include»

Safety Case
Engineer (E2)

FigurelQ: Safety Case Engineer use case diagram
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OPENCOSS
Platform

«include» / «include»

1
'
|
'
|
'
|
I
|
|
|
|
'
|
'
|

N
N

Argument
Developer
(A1)

«include»

«include»

«include»

«includes,

" «include»

. «include»

.
L, «n

\
N
\

de» .

\ \«include»

|
N

\ «inCUdi.
. «include»

N
N

Figurell: Argument Developedetailed use case diagram

FigurellRA a LJ I & &
detailed in the higHevel requirements in Sectioch5.6

iKS StFro2N¥GS

ht 9b/ h{{

FP7 project # 289011

Page32of 134

LI Thés@ 2eNX & Q & d.



OPENw SS HighLevel Requirements D2.2

OPENCOSS
Platform

«include»

" «include»

«include»

1\ «extend»

Safety
Engineer (E1)

«include:

Figurel2: SafetyEngineerdetailed use case diagram

The Safety Engineer is supported in his/her basic tasks as depidtepinel2. These are detailed in the
highlevel requirenents in Sectiod.5.7.
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OPENCOSS
Platform

«include»

«include»

Safety L «include»
(Project) :
Manager (P1) .
_ «include»

«include» "

\
\

Figurel3: Safety(Project)Manager detailed use case diagram

Figurel3displays the Safety Project Manager functions aimed to be supported in thH@QPES platform.
These use case titles are detailed in the Highel requirements in Sectich5.8
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OPENCOSS
Platform
«extend»
«include» ‘
«include,»’:\
,/ <<incluffe3> o
e «|nclude»\
Safety ’
Assessor (S1) -
/«lnclude»
«|nc1ud'
! \ \\\ N «mclude»
'\«mclude»\ \ '
‘\ N\ «|nclude»
Figurel4: Safety Assessor detailed use case diagram
Figurelddisplaysk S { I FSieé& ! aaSaaz2Nna TdzyOlAzya AYSR G2 o
use case titles are detailed in the hitgvel requirements in Sectioh
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OPENCOSS
Platform

View Available
Compositional
Components (173)

«include»

View Traceability to
Safety
Requirements (226)

Navigate Product
Artefacts (123)

Developer /
Tester (D1)

" «extend»

View Missing
Evidence (168)

Query
Argument (27)

Figurel5: Developer/Tester use case djeam

Figurel5displays the functions aimed to be supported in the OPENCOSS platform for Developers and
Testers at the manufacturer company. These use case titles are detailed in tHeVeghequirements in
Sectiorn4.5.1Q

4.5 Highlevel requirements

Thecurren® highllevelrequirements, agiathered by the OPENCOSS consortiarapresented in a
number of tables, structured according to the most important attributes as indicat@alimel. Attributes
that are not applicable to the higlkevel requirements or thalhave notyet been filled inconsistentlyduring
the processhave been left outFor this reason we only selected the identification number, name, type
(functional or mn-functional and, if applicable a subcategory), priority, level

Table2: ID number and name of the higlevel requirements for the OPENCOSS platform

3 | Manage platform configuration

7 | Manage understandings
10 | Suport formulation of claim using understandings
22 | Import artefact into repository
27 | Query argument

2The OPENCOSS consortium acknowledges the fact that the requirements in this document form an initial
set of requirements. Duringpe project, this set will be incrementally updated.
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28

30

31

33

34

36

37

39

43

46

48
103
117
121
123
124
124
131
140
150
153
156
157
160
162
164
165
167
168
169
170
171
173
181
187
188
189
190
191
192
197
199
200
201
203

Support tailoring using understandings
Show evidence requirements for claim
Link evidence

Apply template for new version of system/contpnt
Apply template for crosstandard compliance
Develop Claim

Manage evidence

Support finding suitable evidence

Edit context

Provide compliance recommendations
Compose Assessment Report

Log User Operations

Version sipport

Navigate repository

Navigate product artefacts

View process information

View process information

Support impact analysis

Provide access

Support artefact viewing

Propagate change information

Manage view tpes

Safety Case View

Argument Module View

ClaimsEvidence View

Confidence Arguments View

Compliance Arguments View
ComplianceEvidenceView

View missing evidence
EvidenceCharacteristics View
ClaimCharacteriics View

Develop Argument

View available compositional components
View assessment metrics

Develop safety case

Support assurance arguments development using template
Manage context

Show evidence coverage/ suitability
Manage evidence characterization
Support gap analysis

Manage repository

Shorten learning curve OPENCOSS Platform
Business use cases' requirements
Standards' requirements

Manage safety/assurance case
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204
205
206
207
209
210
211
212
213
217
220
221
222
224
225
226

Manage artefacts

Comply with ISO 9126 ndunctionalities
Functionality (1IS@126)

Authentication to provide platform security
Usability (1IS@126)

Do assessment (prepare for certification)
Compose Compliance Demonstration
Formulate Agreemaron Compliance Means
Audit Compliance Items

Audit Safety / Assurance Case
Authorisation to platform

Maintain history

Navigate safety / assurance case
Develop assurance case

View all inventory of Evidence

View traceaility to safety requirements
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4.5.1 General highlevel requirements

This section shows a number of general Herel requirements that are mainly from a néunctional
nature. They are not directly represented in the use case diagrams, but essential tartbet
functioning of the platform.

201 Standards' requirements

Type Functional and an-functional

Priority Must-have

Level Platform

Description The platform should include the requirements that standards have on how
work with artefacts. This includes both product and process requirements

Actors Standards organisation (S2), Manutaer Company (M1), European
Commission (E3), European Safety Authority (E4)

Rationale At this moment we cannot oversee all requirements that are included in th

Source The exact requirements are provided by standards, like CENELEC 51012
ISO 2862, DO 178B, etc.

200 Business use cases' requirements

Type Functional and noifunctional

Priority Shouldhave

Level Platform

Description The platform should include the requirements and constraints that the
OPENCOSS business use cases prescribe for the OPENCOSS platform 4
described in deliverable D1.1 and D1.2 and annexes.

Actors Manufacturer Company (M1)

Source Deliverable D1.1, D1.2 including annexes

205 Comply with ISO 9126 non-functionalities

Type Nonfunctional

Priority Couldhave

Level Platform

Description The 1SO 9126 tries to cover all aspects of software quality in the definition
non-functional requirements. Software should at least consitiese aspects
to specify these in the context of the project at hand, in this case the
OPENCOSS project.

Source ISO Standard 9126, ISO Standard 250xx (SQuaRE)
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206 Functionality (ISO 9126)

Refined from 205- Comply with ISO 9126 ndanctionalities

Type Nonfunctional

Priority Couldhave

Level Platform

Description Suitability: This is the essential Functionality characteristic and refers to thg
appropriateness (to specification) of the functions of the software.
Accurateness: This refers to the correctness of the functions. Interoperabi
This subcharacteristic concerns théliy of a software component to interac
with other components or systems. Compliance: This subcharacteristic
addresses the compliant capability of software. Possibly, the platform nee
to be regarded as safety critical software as well and needs tetidied.
Security: This subcharacteristic relates to unauthorized access to the soft
functions.

Actors User (U1)

Source ISO Standard 9126

209 Usability (ISO 9126)

Refined from 205- Comply with ISO 9126 ndanctionalities

Type Non-functional

Priority Shouldhave

Level Platform

Description Understandability: Determinese ease of which the platforms functions car
be understood, relates to user mental models in Human Computer Interag
methods. Learnability: Learning effort for different users, i.e. novice, expe
casual etc. Operability: Ability of the software to éesily operated by a giver|
user in a given environment.

Actors User (U1)

Source ISO Standard 9126
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Refined from

Type
Priority
Level
Description

Actors

Stakeholders
Rationale

Source

209- Usability (1ISO 9126)

Nonfunctional, Usability

Must-have

Platform

The OPENCOSS platform should provide a minimum ofér@hinterfaces;
they are new and must be learned by the users. This can be avoided by u
existing tools like the development, test, managemarid assessment tools
Application and Product lifeycle management (ALM/PLM) tools are more
specific examplethat provide a good basis for the OPENCOSS platform ra
than to copy the functionality of those tools. Using these tools as a -#odt
will provide a much better introduction and adaptation for the user to work
with the OPENCOSS platform in general.

User (U1)

Tool Provider (T1), Manufacturer Company (M1)

This is a rather a project requirement than a platform requirement, becaug
the reason for it can also be found in the restricted OPENCOSS project bt
It might exen be that usability can be improved by copying the functionality
existing systems and improve it in the platform; this probably will take mor|
time for only one tool, than is available in the OPENCOSS project. Anothg
reason to use as many of the exigf tools is that the user is familiar with a g
of existing tools. Therefore, interfacing with these tools facilitates introduc
of the OPENCOSS platform by avoiding the need for learning the tools an
thus providing a short and steep learning curve.

User goals and needs: U1.3
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4.5.2 Manufacturer Main High-Level Requirements

The use case diagramHhigure7 depicts the following higtevel requirementsNote that a small number

already has been explained above and mdll be described again.

197 Manage repository

Type Functional

Priority Shouldhawe

Level Platform

Description The user is able to add, change, and delete artefacts to, in, or from the
repository, preferably through interfacing systems

Actors Safety Engineer (E1) and Safety (Project) Manager (P1), Interfacing Tool

Source Stakelolder need: E2.1, E2.3, A1.1,E1.4

204 Manage artefacts

Refined from 197- Manage repository

Type Functional

Priority Shouldhave

Level Platform

Description The user is able to add, change, and delete artefacts to, in, or from the
repository, preferably through interfacing systems

Actors Safety Engineer (E1) and Safety (Proj®lathager (P1), Interfacing Tool (T1)

Stakeholders Tool Provider Company (T1)

Source Stakeholder need: E2.1, E2.3, A1.1,E1.4

203 Manage safety/assurance case

Refined from 197- Manage repository

Type Functional

Priority Must-have

Level Feature

Description The user is able to manage assurance cases, and safety cases ingrarticul
Managing means creating, reading, updating, and deleting the assurance
safety case.

Actors Safety (Project) Manager (P1), Safety Case Engineer (E2)

Source Stakeholder need: E2.1, E1.1, Al.1, A1.2, A1.3, P1.1
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210

Type
Priority
Level
Description

Actors

Stakeholders
Rationale

Source

Do assessment (prepare for certification)

Functional

Must-have

Platform

The uer is able to prepare and do the assessment on a
component/(sub)system and prepare the certification process (if the
assessment is positive).

Safety (Project) Manager (P1), Safety Assessor (S1)

Assessor Company (A3)
The asessments include many of the activities for certification, but there &
still some additional certification actions necessary. These are not necess
supported.

Stakeholder need: P1.3, S1.1, S1.2, S1.3, S1.9
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4.5.3 Assessors Mailligh-LevelRequirements

The use case diagramfingure8 depicts the followindiigh-levelrequirements.Note that a small number

of requirements already has been explained above and will not be described again.

Refined from

Type
Priority
Level
Description

Actors

Stakelolders
Rationale

Source

203- Manage safety/assurance case

Fundional

Must-have

Feature

The user is able to prepare the assessment for the assessor by creating a

baseline which includes all necessary items for assurance of safety
demonstration

Safety (Project) Manager (P1)

Manufacturer Company (M1), Assessor Company (Al)
The baseline needs to be composed referring to the relevant artefacts in tf
repository.

Stakeholder need: E2.1, E1.1, A1.1, A1.2, A1.3, P1.1

Refined from

Type
Priority
Level
Description

Actors

Stakeholders
Rationale

Source

210- Do assessment (prepare for certification)
Functonal

Shouldhave

Feature

The user is able to formulate the agreement on the compliance means as
agreed between the Safety (Project) Manager and the Safety Assessor.

Safety (Project) Manager (P1), Safety Assessor (S1)

Manufacturer Company (M1), Safety (Project) Engineer (P1)
After the Safety (Project) Manager and the Safety Assessor have come to
agreement with what means the safety demonstration will be conducted, t
agreement needs to beonsolidated somewhere in the Platform
OPENCOSS Genova Meeting
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121 Navigate repository

Refined from 197- Manage repository

Type Functional

Priority Must-have

Level Feature

Description The user is able to navigate through the different views within a repository

Actors Safety Assessor (S1)

Source Stakeholder need: U1, E1.1, S1.1

217 Audit Safety / Assurance Case

Refined from 210- Do assessnre (prepare for certification)

Type Functional

Priority Must-have

Level Feature

Description The user is able to audit and check the assurance case (which sometimeg
safety case). Auditing the assurance case is a large part of the assessme
activities of the assessor.

Actors Safety Assessor (S1)

Source Stakeholders need: S1.1, S1.2

213 Audit Compliance Items

Type Functional

Priority Must-have

Level Feature

Description The user is able to audit and check the compliance items. Compliance ite
are tailored from (amongst others) the standards and form a large part of
assessment activities of the assessor.

Actors Safety Assessor (S1)

Source Stakeholders need: S1.1, S1.2
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48 Compose Assessment Report

Refined from 210- Do assessment (prepare for certification)

Type Functional

Priority Shouldhave

Level Feature

Description The user is able to write an assessment report for each assesshans
conducted, once the assessment has finished.

Actors Safety Assessor (S1)

Source Interviews with Assessors

FP7 project # 289011 Page46 of 134



OPENwSS HighLevel Requirements

4.5.4 General User Highevel Requirements

The use case diagramfigure9 depicts the following higtevel requirements. Note that a small number

already has been explained above and will not be described again.

140 Provide access

Refined from 3 - Manage platform configuration

Type Functional

Priority Couldhave

Level Feature

Description The platform shall enforce secure login for read and write access to store(
documents

Actors Safety Enigpeer (E1)

Stakeholders Manufacturer Company (M1), Assessor Company (A3), OPENCOSS cong

Rationale Note that different types of access may be required

Source Stakeholder need: U1.1, M1.8, A1.3

220 Authorisation to platform

Refined from 207 - Authentication to provide platform security

Type Non-functional

Priority Shouldhave

Level Platform

Description The user must have an authorisation to the platform in order to do someth
with it.

Actors User (U1)

Source Stakeholder need: M1.8, A1.3

207 Authentication to provide platform security

Refined from 206- Functionality (ISO 9126)

Type Non-functional

Priority Must-have

Level Platform

Description The user needs to be authenticated by the platform to support prevention
unauthorised access to the platform.

Actors User (U1)

Stakeholders Manufacturer Company (M1), Assessor Company (Al)

Source Stakeholder need: M1.8, A1.3
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221 Maintain history

Refined from 197- Manage repository

Type Functional

Priority Shouldhave

Levéd Platform

Description The platform is keeping track of the state of the repository in order to offer
historical record of the chain of events during the development of the
repository. This information can be used to give more insight in evolutiona
chain of certification evidence, of the impact of decisions, cost estimations
etc.

Actors Safety (Project) Manager (P1), Manufacturer Company (M1), Assessor
Company (Al)

Source Stakeholder need: P1.2, P1.4, M1.2, M1.4, M1.9, A1.2

103 Log User Operations \

Refined from 221 - Maintain history

Type Functional

Priority Shouldhave

Level Feature

Description The platform tracks all accesses and main operations performed by

with a timestamp into an audit log.

Actors Safety Assessor (S1)

Source Stakeholder need: P1.3

117 Version support

Type Functional

Priority Shouldhave

Level Function

Description The platform is keeping track of the versions of all items stored in the
repository, like artefacts, safety cases, etc.

Actors Safety Engineer (E1), Safety (Project) Manager (P1), Interfacing Tool (T1
Safety Assessor (S1)

Saurce Stakeholder need: Ul1.1, U1.5, P1.3, E2.3
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153 Propagate change information

Type Functional

Priority Must-have

Level Platform

Description The platform provides a means for the propagation of changes made to st
artefacts throughout relevant project information

Actors Safety Engineer (E1), Safety (Project) Manager (P1

Stakeholders Manufacturer Company (M1)

Rationale When a change is made, the impact on the argument and evidence
characterization must be clear

Source Stakeholder need: A2.1, U1.1, E1.1

222 Navigate safety / assurance case

Refined from 223- Navigate repository

Type Functional

Priority Shouldhave

Level Feature

Description The user is able to navigate through an assurance case (which can be a g
case as well) according to the cases hierarchical structure.

Actors Safety Assessor (S1), Argument Developer (Al)

Source Stakeholder need: U1.1, E1.1, S1.1

150 Support artefact viewing

Refined from 222- Navigate safety / assurance case

Type Functional

Priority Shouldhave

Level Feature

Description The platform provides a means for suitably authorized users to view an
artefact stored in the repository

Actors Safety Assessor (S1), Safety Engineer (E1)

Stakeholders Manufacturer Company (M1)

Source Stakeholder need: U1.1, E1.1, S1.1
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124 View process information

Refined fran 150- Support artefact viewing

Type Functional

Priority Shouldhave

Level Feature

Description The user is able to navigate through process information (e.g. the author ¢
document, the number of tests failed in a test activity, etc.).

Actors Safely Engineer (E1), Safety (Project) Manager (P1), Safety Assessor (S1

Source Stakeholder need: E1.1, S1.1, P4.1, P1.1

157 Safety Case View

Refined from 222- Navigate safety / assurance case

Type Functional

Priority Shouldhave

Level Feature

Description The platform supports a view of the current state of the Safety Case

Actors Safety Engineer (E1), Safety (Project) Manager (P1), Assessor

Stakeholders Manufacturer Company (M1)

Source Stakeholder need: U1.1, E1.1, S1.1, Al1.1

160 Argument Module View

Refined from 157- Safety Case View

Type Functional

Priority Shouldhave

Level Feature

Description The platform shall support a summary view of the angunt's constituent
modules

Actors Safety Engineer (E1), Safety Assessor (S1)

Stakeholders Manufacturer Company (M1)

Source Stakeholder need: A1.1, A1.2, E1.1, S1.1
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162 Claims-Evidence View

Refined from 157- Safety Case View

Type Functional

Priority Shouldhave

Level Feature

Description The platform supports a view lwhich the evidence supporting a particular
claim can be viewed alongside the claim

Actors Safety Engineer (E1), Safety Assessor (S1)

Stakeholders Manufacturer Company (M1)

Source Stakeholder need: A1.1, A1.2, E1.1, S1.1

164 Confidence Arguments View

Refined from 157- Safety Case View

Type Functional

Priority Shouldhave

Lewel Feature

Description The platform supports a view by which the rationale for the decomposition
a highlevel claim and/or for the evidential support offered to a claim is sho
alongside the decomposition

Actors Safety Engineer (E1), Safety AsseESa)

Stakeholders Manufacturer Company (M1)

Rationale York would call this the confidence argument. It is necessary to provide a
for trusting the safety/product argument. The evidence characterization
information is part of the input to it, but ivould need to be done manually.
is particularly important for reused evidence or argument modules

Source Stakeholder need: A1.1, A1.2, E1.1, S1.1

165 Compliance Arguments View

Refined from 157- Safety Case View

Type Functional

Priority Shouldhave

Level Feature

Description The platform provides a view by which the argurhehcompliance to a given
standard is displayed in solation

Actors Safety Engineer (E1), Safety (Project) Manager (P1)

Stakeholders Manufacturer Company (M1)

Source Stakeholder need: A1.1, A1.2, E1.1, S1.1, P4.1
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169
Refined from

Type
Priority
Level
Description

Actors

Stakeholders
Rationale

Evidence-Characteristics View

157- Safety Case View

Functional

Shouldhave

Feature

The platform shall support a view by which the characteristics of a given
evidence artefact can be viewed alongside the evidence artefact

Safety Manager, Argument Developer (Al), Safety Assessor (S1)
Manufacturer @mpany (M1)

There may be a need to view evidence characterization information for
informed reuse

‘

Manage platform configuration

Type Functional

Priority Must-have

Level Platform

Description The user is able to manage the configuration of the platform in his/her ow
platform environment

Actors Administrator

Stakehdders Administrator

Source Stakeholder need: A2.1

156 Manage view types

Refned from 3 - Manage platform configuration

Type Functional

Priority Shouldhave

Level Feature

Description The platform shall support a variety of different views of the repository

Actors Safety Engineer (E1), Safety (Project) Manager (P1)

Stakeholdes Manufacturer Company (M1)

Source Stakeholder need: U1.1, E1.1, S1.1, A1.1
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The use case diagramfigurel0 depicts the following highevel requirements.

189 Manage context

Refined from 197- Manage repository

Type Functional

Priority Must-have

Level Platform

Description The user is able to manage (add, edit, and delete) the context of the
repository in order to define the extent of the safety assessment

Actors Safety Case Engineer (E2)

Stakeholders Manufacturer Company (M1)

Source Stakeholder neé: E2.1

43 Edit context

Refined from 189- Manage context

Type Functional

Priority Must-have

Level Feature

Description The user is able to edit the context of the safety project in order to define {

extent of the safety assessment

Actors Manufacturer Company (M1)
Stakeholders Manufacturer Company (M1)
Source Interviews wih Assessors

Manage understandings

|

Refined from 197- Manage repository

Type Functional

Priority Shouldhave

Level Platform

Description The user is able to install understandings of the concepts and terminology
standards.

Actors Safety Case Engineer (E2)

Stakeholders Manufacturer Company (M1)

Rationale Standards needat be tailored in order to be able to assess systems at a
practical level

Source Stakeholders need: E2.1, E2.2, S1.5, S1.6, S1.9
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28 Support tailoring using understandings

Refined from 184- Edit repository

Type Functional

Priority Shouldhave

Level Feature

Description The platform supports tailoring of safety requirements, safgdaims, and
compliance items and lists by using understandings.

Actors Safety Case Engineer (E2), Safety (Project) Manager (P1)

Rationale Understandings are generally accepted tailorings or 'interpretations' that h
transform the standards concepisto practically usable requirements, claim
or check list items.

Source Stakeholder need: E2.1, E1.3

192 Support gap analysis

Refined from 197- Manage repository

Type Functional

Priority Couldhave

Level Platform

Description The platform supports finding gaps in the safety argument between claimg
evidence and the comiance list as provided by the manufacturer.

Actors Safety Case Engineer (E2), Safety Assessor (S1)

Stakeholders Assessor Company (A1), Manufacturer Company (M1)

Source Stakeholder need: S1.1, P1.1, E1.4, E2.1

131 Support impact analysis

Refined from 197- Manage repository

Type Functional

Priority Shouldhave

Level Feature

Description The platform supports indicating the need foregaluation of artefacts based
on changes in the repository. It does so by automatically detecting (where
feasible) what other information needs to be-amalysed as impacted by the
change.

Actors Safety (Project) Manager (P1), Safety Case Engineer (E2), Safety Assess

Source Stakeholder need: P1.2, P1.4, S1.2, S1.3, S1.5, U1.5, M1.2
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The use case diagramHhigurell depicts the following highevel requirements. Note that a small number
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already has been explained above and will not be described again.

187 Develop safety case

Refined from 203- Manage safety/assurance case

Type Functional

Priority Must-have

Level Feature

Description The user is able to create a safety case to demonstrdtystor a safety
critical system or component.

Actors Argument Developer (Al), Interfacing Tool (T1)

Source Stakeholder need: U1.1, E1.1, S1.1, Al1.1

224 Develop assurance case

Refined from 203- Manage safety/assurance case

Type Functional

Priority Must-have

Level Feature

Description The user is able to create an assuranced¢aslemonstrate that a componen
meets a set of predefined properties.

Actors Argument Developer (Al), Interfacing Tool (T1)

Source Stakeholder need: U1.1, E1.1, S1.1, A1.1

33 Apply template for new version of system/component

Refined from 188- Support assurance arguments development using template

Type Functional

Priority As above-have

Level Function

Description The user is able to create a safety case based on a template for within do
reuse

Actors Argument Developer (Al), Interfacing Tool (T1)
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34 Apply template for cross-standard compliance

Refined from 188- Support assurance arguments development using template

Type Functional

Priority Shouldhave

Level Function

Description The user is able to create a safety case based on a template that allows f
cross standard safety assessment or property assurance, in order to
demonstrate compliance to another standard.

Actors Argument Develope(Al), Interfacing Tool (T1)

36 Develop Claim

Refined from 224- Developassurance case

Type Functional

Priority Shouldhave

Level Function

Description The user is able to formulate a claim.

Actors Argument Developer (Al), Interfacing Tool (T1)

10 Support formulation of claim using understandings

Refined from 7 - Manage understandings

Type Functional

Priority Shouldhave

Level Feature

Desciption The user is able to install understandings of the standard for safety claimg

Actors Argument Developer (Al)

Source Stakeholder need: E1.1, A1.1, A1.2, S1.1, 02.1

K{0] Show evidence requirements for claim

Refined from 37 - Manage evidence

Type Functional

Priority Couldhave

Level Feature

Description The platform supportsuggesting the evidence requirements for a claim.

Actors Argument Developer (Al), Safety (Project) Manager (P1), Safety Case Er|
(E2)

Source Stakeholder need: Al1.1
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171 Develop Argument

Refined from 224- Develop assurance case

Type Functional

Priority Shouldhave

Level Feature

Description The platform provides support fdhe development and storage of argument
and argument modules

Actors Safety Engineer (E1), Argument Developer, Requirements Engineer

Stakeholders Manufacturer Company (M1)

Rationale The 'argument’' concept is not detailed further. This will be dort&én
technical work packages.

Source Stakeholder need: Ul1.1, E1.1, Al1.1

37 Manage evidence

Refined from 203- Manage safety/assurance case

Type Functional

Priority Must-have

Level Feature

Description The user is able to manage evidence, add, remove, edit.

Actors Safety (Project) Manager (P1), Safety Case Engineer (E2)

Source Stakeholder need: U1.1, E1.1, P1.1, P1.2, A1.1, Al1.2

39 Support finding suitable evidence

Refined from 37-Manage evidence

Type Functional

Priority Couldhave

Level Feature

Description The platform supports finding suitable evidence in the repository using a
match between on the one hand the claim requirements and on theiothe
evidence characterization.

Actors Safety (Project) Manager (P1), Safety Case Engineer (E2)

Source Stakeholder need: A2.1
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31 Link evidence

Refined from 37-Manage evidence

Type Functional

Priority Must-have

Level Function

Description The user is able to link arguments and claims to evidence.

Actors Safety (Pract) Manager (P1), Safety Case Engineer (E2)

Rationale Note that linking could also mean that the user is able to reuse evidence (
another project.

Source Stakeholder need: U1.1, E1.1, P1.1, P1.2, A1.1, A1.2

191 Manage evidence characterization

Refined from 37 - Manage evidence

Type Functional

Priority Shouldhave

Level Feaure

Description The user is able to manage (add, edit, and delete) the evidence
characterization.

Actors Argument Developer (Al), Safety (Project) Manager (P1), Safety Assessq

Source D4.1 (Evidence characterization) and stakeholder need: Al.1

225 View all inventory of Evidence

Refined from 37 - Manage evidence

Type Functonal

Priority Shouldhave

Level Function

Description The user is able to view all the inventory of every piece of evidence, like
evidence characterization, but also the more mundane information like na
time stamp of creation, etc.

Actors Safety (Pwject) Manager (P1), Safety Case Engineer (E2), Safety Assess(q
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27 Query argument

Refined from 203- Manage safety/assurance case

Type Functional

Priority Shouldhave

Level Platform

Description The user is able to query arguments

Actors Argument Developer (Al), Safety (Project) Manager (P1), Safety Assessq

Source Stakeholder need: Al1.1

190 Show evidence coverage/ suitability

Refired from 27 - Query argument

Type Functional

Priority Shouldhave

Level Feature

Description The platform supports to visualize the evidence coverage and its suitability
a specific safety case. It indicates the weaknesses in the argumentation, t
link between claims and evidence in a more quantified way.

Actors Argument Developer (Al), Safety (Project) Manager (P1), Safety Assessq

Source Stakeholder need: Al1.1
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The use case diagramfigurel2 depicts the following highevel requirements. Note that a small number
already has been explained above and will not be described afyddtitionally, requirements that should
heavily rely on existing tools are not always dethillso note that the lower level requirements mostly
on the right side of the picture are still under development and not described in this document.

Refined from 20 - Create/Delete repository

Type Functional

Priority Shouldhave

Level Function

Description The user is able to import one or moagtefacts into the repository of the

platform from other sources. These other sources include other repositori
development or test environments, or safety dossiers. The functionality is
preferably offered by a tool interfacing with the platform.

Actors Safety (Project) Manager (P1), Safety Case Engineer (E1), Interfacing To

Source Stakeholder need: U1.1

4.5.8 Safety Project Manager Highevel Requirements

The use case diagramHigurel3 depicts the following higievel requirementsNote that a small number
already has been explained above and will not be described again. Additionally, requirements that should
heavily rely on existing tools are not always detailed. Also note that the lower level requirements mostly
on the right side of the picture are still under development awnd aescribed in this document.

Refined from 150- Support artefact viewing

Type Functional

Priority Shouldhave

Level Feature

Description The user is able to navigate through process information (e.g. the author (¢

document, the numbeof tests failed in a test activity, etc.).

Actors Safety Engineer (E1), Safety (Project) Manager (P1), Safety Assessor (S]

Source Stakeholder need: E1.1, S1.1, P4.1, P1.1
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Refined from
Type

Priority

Level
Description

Actors

Stakeholders
Source

121- Navigate repository
Functional

Shouldhave

Feature

The platform providesnetrics on the completeness, coverage and reusabil
of the compliance work

Safety (Project) Manager (P1), Safety Assessor (S1)

Manufacturer Company (M1)
Stakeholder need: P1.1, P2.1, P4.1

4.5.9 Safety Assessor Highevel Rguirements

The use case diagramhigurel4 depictsonly hightlevel requirementghat already have been described in

the previous sections. It is clear that the other actbese the same requirements ftine platform

functionsas thesafety assessor haso they in principle are able to verify and check the system at hand as

rigorous as the assessor will be able to do
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The use case diagramfigurel5 depicts the following higtevel requirements.

Type
Priority
Level
Description

Actors

Stakeholders
Rationale

Source

Functional

Couldhave

Feature

The platform supports to show an overview of all available compositional

components. Developers (and testers as well) are able to consult this ove
and see which compositiohaomponents are available across repositories.

Developer / Tester (D1)

Manufacturer Company (M1)

Developers and testers should be stimulated to reuse compositional
components; components that have certain properties andwbich these
properties have been demonstrated in an assurance case.
Stakeholder need: Ul1.1, Ul1.5, M1.2, M1.6, M2.1
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123 Navigate product artefacts

Refined from 121- Navigate repository

Type Functional

Priority Must-have

Level Platform

Description The user is able to navigate through product artefact informatiog.(e
platform, subplatforms, etc.) for example through traceability links.

Actors Developer/Tester (D1), Safety Assessor (S1)

Source Stakeholder need: U1.1, E1.1, S1.1

226 View traceability to safety requirements

Refined from 123- Navigate product artefacts

Type Functional

Priority Shouldhave

Level Feature

Description The ugr is able to view the relation between any product artefact to the
safety requirement using traceability links.

Actors Developer/Tester (D1), Safety Assessor (S1), Safety Case Engineer (E2)

Source Stakeholder need: M1.1

168 View missing evidence

Refined from 157- Safety Case View

Type Functional

Priority Shouldhave

Level Feature

Description The platform provides a view that shows the missing evidence based on
unsatisfied safety requirements

Actors Developer/Tester (D1)

Stakeholders Manufacturer Company (M1)

Source Stakeholder need: M1.1
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5 Conclusions

OPENCOSS implents an incremental approach to specify requirements. While Deliverable D2.1 provides
a first iteration to identify stakeholders, business cases, and user needs, this document (Deliverable D2.2)
compiles this information to create highvel requirement pecifications. This document provides an initial
set of requirements that will incrementally be updated and improved serving both as input for discussions
as well as current understanding and guidelines for the work done in other work packages. It aldoedes

the process to be followed in iteratively improving the requirements.

Deliverables D4.2, D5.2, D6.2 and D7.2 will develop léeved requirements. At the same time, and

because of the incremental nature of the project, highel requirements wilbe refined in terms of

quality during the project. The goal is to converge in good requirement specifications both dé¢Vvegh

and lowlevel. Good requirements must be: technically and legally possible, complete, clear, consistent
(not in conflict withother requirements), verifiable, and must be accomplished within OPENCOSS cost and
schedule.

This document provides the following key outcomes:

1. A preliminary conceptual domain model, which defines the main concepts that must be handled by
the OPENCOSS ttem. This includes concepts such as standards, artefacts, claims, arguments,
evidences, composition, etc. The conceptual domain model is not intended to be normative in
OPENCOSS. ltis just a basis to create further normative concepts, such as thagelbat
included in CCL, and those manipulated by safety process assurance tools (in WP7).

2. A preliminary set of use cases that describe the expected OPENCOSS platform functionality as
regarded by the main stakeholders (manufacturers, suppliers, assgsgbis set of use cases will
be refined in D2.3 (Architecture Design) to reflect a more modular organization of functionalities.

3. A preliminary list of higtevel requirements, their attributes, and a glossary. We selected the main
hightlevel requirementsrom a database of requirements maintained by the OPENCOSS project.
This list, compiled from inputs from the consortium, reflects the current understanding of the
problem and solution.

The appendices provide additional information about Highel requiements, best practices, user needs,
FYR @t ARFGAZ2Y aO0SYyINAR2QA®

The OPENCOSS project aims high and its goals are not without risk. The goals are risky in the sense that the
challenges put before the OPENCQOSS consortium are of a research nature withguaemgees that the
end result will be, what we have set out at the beginning.

Because of this nature, it is of the utmost importance to think carefully about the problem at hand and to
make explicit what the problem is, what its boundaries are, and wbkats to be done to arrive at a
solution. In research it does not stop after this. Continuousvaluation of the requirement s is needed to
convince ourselves that we are on the right way to obtain the OPENCOSS goals and to cope with
unexpected insighgained along the way.
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7 Appendix:Glossaryof the OPENCOSS Platform Higtvel Requirements

The OPENCOSS Platform concepts are describebleB. Fa the abbreviations in this document we refer to pagéAbbreviations and DefinitiofsEach
concept description contains a concept hame, a description, a life cycle description, the applicatidn doowntext where it is used in, and a source. The
concepts which have a differenblourare part of the domain model. (See Sect&B Conceptual Domain Modgl

The appendix @scribes the concepis K & gAff 0S dzaSR (G2 RSTFAYS (GKS ht9b/ h{{ LIXI [r@teMNtlyd ¢KAAZ

is a common, crosapplication glossarthat captures the essenasf the conceptsross applicatiomave in common. Sometimes the contep one of
major standards in an application domaircéptures the essence quite welometimes a definition is constructed to better match the approach that we
have chosenThe source column indicates the origin of the concept.

Table3: Concepts used in the higlevel requirements for the OPENCOSS platform

Concept Description Life cycle Application Source
(in domain mode) domain /
Context
Actor A person or an external system a certain role or different syste
interacting with theplatform in a unique, defined role.
Architecture The fundamental organization ofsystemembodied in its IEEE1471

components their relationships to each other and to the
environment, and the principles guiding its design and evolutiq

Argument A series otlaimsconnected by reastng and inference and
supported byevidencewhich establishes the acceptability of a
conclusion in a givercontext

Argument module A selfcontained line ofirgument(claimsandevidencd offered

in support of one particulaclaim. In a graphicargument
representation, the argument module packages the-selfitained
line of argument, for ease of comprehension and reuse. In a
modular safety argument, an argument module is likely to pres
argument in support of a higlevel claim about the assance
provided by a particulacomponentin the context of the system
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Application domain The set of concepts and facts relevant to a particular type of
business or technical interest. The OPENCOSS project is init
focussed on three applicatictiomains of interest: avionics,
railway, and automotive.

Artefact A versioned document or data item, or collection of these; Se_ealso the
‘certification artefact' or ‘assurance artefact' that indicates a evidence taxonomy
document, data item, or collection required as part of the of D6.1, p18.

demonstration of assurance or compliance, eithereaidence
item, argumentfragment orrequirementsdocument. Note that
the term may be used at different levels of granularifgr
example to refer to a singkequirement, or an entire document.

Assessment The process of verifying that thigoduct has met its specified Wikipedia/CENELH
requirementsand identifying, quantifying, and prioritizing (or
ranking) the vulnerabilitiesh@zardg in a system

Assurance Case A structuralargument, supported by a body avidence that
provides a compelling, comprehensible and valid case that a
componentor subsystem is meeting a specific set of properties
for a given application in a given operating environmditite
assurance case usually refers to the bodgwflence rather than
that it is a part of the assurance case. (See Shksiety Casge

Authorisation The formal permission to use resources of giatform within OPENCOSS
specified application constraints. interpretation from
CEI EN 50129:200
01 and RBAC
Authentication Action to confirm the identity of a person or software program, Wikipedia
performed by theplatform
Baseline Subset of the repository indicating osafety caseificluding

claims,arguments,and evidence- including the version number
of the appointedartefacts)which is intended to be complete an
consistent and which forms a basis forassessmenat a
particular stage in thassessment process
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Certification

Characteristics and
dependencies of
argument modules

Characteristics of
evidence

Legal ecognition by the certification authority thatroduct,
service, organization or person complies with tequirements.
Such certification comprises the activity of technically checkin
the product, service, organization or person and the formal
recognifon of compliancewith the applicableequirementsby
issue of a certificate, license, approval or other documents as
required by national laws and procedures. In particular,
certification of aproductinvolves: (a) the process of assessing
design of groductto ensure that it complies with a set of
standardsapplicable to that type oproduct so as to demonstrats
an acceptable level afafety; (b) the process of assessing an
individualproduct to ensure that it conforms with the certified
type design{c) the issuance of a certificate required by nationg
laws to declare thatomplianceor conformity has been found
with standardsin accordance with items (a) or (b) above.

The set of assumptions required to understand toamtextin
which anargument moduleis stated and can be considered val
Also, the guarantees which tleErgumentmakes to other module
in a compositionatontextand the dependencies that must be
fulfilled by other modules if it is to be successfully composed.

The set of contextual information reflecting the original
circumstances of thevidence'sproduction, and the limitations
which apply on its reuse, in terms of the type<l#imsit can

support

This will need validation with WP5.

This will need validation with WP6
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Claim

Context

Commercial offthe-
shelf (COTS) software

Company practice

An assertion, the truth of which can be established by reasoni
and evigknce presented in aargument In asafety argument a
claim is a statement about the safety of theoduct. In order for
a claim to hold, the adverse consequences of a claim areto b
considered and the degree of risk considered tolerable. Claim
necessary items within aafety argument Seeargument

The set of assumptions and circumstances in which an argum
claim, a requirement, an activity or a piece of evidence lislva
Note that context is applicable at several levels of detail: we n
talk of the 'general context' for an artefact, such as "This
argument is offered in the context of BXY8B", or might refer to
the local validity of a particular characteristictbé general
context for a particular aspect of an artefact, e.g. "Paragraph
DO178B has particular relevance to this particular claim." No
that, in asafety argument local context asserted as relevant to
particular claim is inherited by all subins deriving from that
claim.

Software defined by markedriven need, commercially available
and whose fitness for purpose has been demonstrated by a b
spectrum of commercial users.

Document recording the process to be applied within a compa
for some aspect of engineering a product. Of particular releva
to OPENCOSS are company safety practices, which trabato
sometimes exceedthe requirements of stndards and which are
most immediately followed by engineers.

A claim is created frortailoring a standard's
requirementswithin the degrees of freedom
in thisstandardinto aproduct and/or project
specificclaim. The topclaim of asafety case
usually has the fan: product X in context Y
will be acceptably saf€laimsmay be added,
changed, or deleted throughout the time of &
project. A claim is part of thergumentation
that is used to demonstrateafety of a
product. Once thesafetydemonstration is
assessed ahapproved, the project has ende
and theclaimis not changed anymore. It can
be reused (copied) in another project.

FP7 project # 289011

Page69of 134

CEI EN 50128:2R0
04




OPENOOSS HighLevel Requirements

D2.2

Company process

Company assesment
process

Company development
process

Compliance

Compliance argument

Compliance gap

Compliance
requirements

Component

Sequence of steps to achieve an engineeringssessmengoal.
The company process can be described in a set of rules and/q
practices. Company processes can be diintieassessmenand
development process (semmpany assessment proceasd
company developemnt proce$s

The company process aimed at one or massessments
The company process aimed at product or system developme

The extent to which developers séfety-critical systemshave
actedina®2 NRI yOS gAGK GKS aLINT O
standard More narrowly we can think of this as consistency
0SGpsSSy GKS | Olidz2ht RS@St 2 LIV
models prescribed in thstandards

Argument demonstrating whthe author believes that a system
and/or the processes used to develop it complies with the
requirements of a particular safety standard. This is a meta
argument

The set of compliance requirements that have been not met in
given séety dossier regarding the expected or standamkcified
requirements

Thoserequirement statements of which satisfaction implies
adherence to some aspect of a domaipecificstandard

A selfcontained part, combination of parts, subassemblies or

units, which performs a distinct function ofsgstem

Note that although company processes are
inspired by and derived from safety standarg
they may differ from these in some details.

Compliance requirements are used as safe
requirements from the beginning of the
software development project. Dissatisfactio
may result in a revision in one of the previou
steps in the development process. The prod
must satisfy all compliance requirements,
which may be managed though rigus
traceability.
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Conclusion

Configuration

(Safety) Dossier

Element
Error

Evidence

Evidence
Characterizatio

Failure

Fault

Function

A highlevelclaimwhich is reached by a logical inference proce
from lower-levelclaimsand evidence. The highestevel point
supported by arargument.

The structuring and interconnection of the hardware and
software of asystemfor its intended application.

A sabty dossier contains all thartefactsintended forsafety
assessmentsind certification. In contrast with therepository,

the safety dossier is not created within the OPENCOSS platfo
a safety dossier is created in the OPENCOSS platform we spe
arepository. (Seerepository)

part of a product that has been determined to be a basic unit ¢
building block

a deviation from the intended design which could result in
unintendedsystembehaviour orfailure

Evidence consists of a collection of documents that provide
evidentiary support to a set aflaimsin anargument In other
words, evidenceis information, based on established fact or
expert judgment, which is presesd to show that theclaimto
which it relates is valid (i.e., true) in the context of gigument
Anything that supports thelaim can be presented asvidence
Often, this information is a record of some sort, demonstrating
that a certain event or proas took place. Evidence can be
diverse as various things artefactsmay be produced as
evidence, such as documents, expert testimony, test results,
measurement results, records related to process, product, ang
people, etc.

An abstraction or model advidencethat establishes the
necessary fingrained characteristics @videnceelements
required for detailedsafety assurance, compliance demonstrati
and certification (omssessmernjtactivities.

The inabilly of asystemor systemcomponentto perform a
requiredfunction within specified limits. A failure may be
produced when dault is encountered.

An abnormal condition which could lead to an error or a failurg
asystem A fault @an be random or systematic.

A mode of action or activity by whichpaoduct fulfils its purpose.
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Glossary

Guidance Document

Hazard

Hazard analysis

Hazard log

Hazard mitigation
Implementation

Interfacingtools

Interpretation

An alphabetical list of terms relating to a specialispglication
domain or subject, wih definitions. This is not the definition of
this OPENCOSS platform glossary.

In thesafetydomain, a document containing advice and
recommendations for engineering practices relating to the
development, justification and assessm®f safety-critical
systems Although these documents do not have the legal forg
of standards,in practicecompliancewith them is essentially
mandatory in certairapplication domains In aerospace, for
example, the ARP documents (Aerospace RecomnttRdactice)
have the force otandards,though they are technically guidang
documents.

a real or potential condition that can cause injury, iliness or de
to personnel; damage to or loss ofgstem equipment or
property; or damage to ta environment

The process of identifyingazardsand analysing their causes, a
the derivation ofrequirementsto limit the likelihood and
consequences diazardsto a tolerable level.

The document in which adlafetymanagement activitiedhazards
identified, decisions made and solutions adopted, are recorde
referenced.

Any action taken to reduce the risk of occurrerfea hazard, or
the consequences that result from an occurrence.

The activity applied in order to transform the specified designg
into their physical realisation

The tools thatusersalready useto develop, manufacture, and
assess safety critical systems.

Subjective part of tailoringnd/or understanding. In order to
make a choice in the degrees of freedom that a standard offer
one needs to rely on inductive reasonjmpssibly intuition. This

part may be described by arguments.
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Isable to

Maintainability

Maintenance

Meta glossary

(OPENCO$%8®latform

Permissions

Product

Product requirements

a property of the system thairovidesthe user with an option. It
could also be read as the required ability of the user to execut
the desiredaction. This is of course altte case, but more o
prerequisite than aequirement.

The probability that a given active maintenance action, for an
item under given conditions of us@n be carried out within a
stated time interval when the maintenance is pmrhed under
statedconditionsand using stated procedures and resources.
The combination of all technical and administrative actions,
including supervision actions, intended to retain aquct in, or
restore itto, a statein whichit can perform a required function.

A conceptual schemdescribinga domain, revealing all relevant
entities and relations. With meta glossas, concepts in different
application domainsstandards, and interpretations of standard
can be mapped on eadther, linkingapplication domainsand
standards

Platform to support safety assessments that is the end produc
deliverable of the OPENCOSS project, or even a further devel
product as defined within the scope of the OPENCOSS projeg

A set of defined rightsvhich can be granted or denied by an
administrator user, enabling a user to perforerin
(administrative) functions on data items stored in the OPENC(
Platform

A collection of (sub)systems thate interconnected to each
other. The end result of the developmeahd manufacturing
processesThe product is an implementation tife collection of
(subpystemsit consists of and itsafety requirements

These are the functional antbn-functional requirements
describing whathe product should do; this could includeafety
requirements but these do not necessarily overlap each other
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Procesof the safety
assessment project

Repository

Rationale

Redundancy

Reliability

Requirement

Reuse

Risk

Safety

The process involved in a safety assessmeoiect.

A structured means of storage for all artefacts, like complete s
of work products and other items necessary faadety
assessmentThis may includelaims arguments evidence and
references to archived project repositories in all sorts of forms
The project repository does not exclude developmariefacts.

Justifications for cho&s made and statements made (statemen
like requirements)

The provision of one or mor@dditional measuresisually
identical, to provide fault tolerance.

The ability of a (sub)system or componentughold a certain
performance level during eertain period of time and under
certain circumstances. Reliabilig/regarded as the behavior of
(subyystemor componentin the presence of errors.

A statement of a stakehdér need orobjective, orof a condition
or capability that a product must possess to satisfy such need
objective.

Applying an existing (possibly already assessafdty dossier or
repository in a new context with the aim #ssess it in this new
context and avoid rework.

The probable rate of occurrenad a hazardcausing harm and th
degree of severity of the harm.

Freedom from unacceptable levels of risk.

In ideal cases the safety assessment project
tends to start and stop at the sameaments
as the development/manufacturing process
does.

Therepository is typically created when the
development project is created. When the
project ends, the repository is archivatd
can be referred to (partly) from other project
when the other project reuses (parts of) this
repository. Throughout projects, the
repository will incorporate more links betweg
the artefactsin the repository.
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Safety assessment
project

Safety case

Safety integritylevel
(SIL)

Safety plan

A projectthat involves all activities necessary fosafety
assessment. A project has a begin and end date, people invol
a number of goals, possibly a number of gofyas, planning, a
budget, assigned capacity (peoplahda number of risks and
mitigations. The project is closely linked to the developnura
safetycritical system

A structural argument, supported by a body of evidence, that
providesa compelling comprehensible and valichse that a
system is saféor agivenapplicaton in a given operating
environment. The safety case usually referstte bodyof
evidence rather than that it is a part of the safety case. (See a
Assurance Ca3e

One of a number of defined discrete levels for sfyéeg the
safety integrity requirements dhe safety functions to be
allocated tothe safetyrelated systems Safety Integrity Level witl
the highest figure has the highest levelsaffetyintegrity.

A safety plan decribes the strategg company follows tassure
the safetyof the product. The strategy includes choice of
standards interpretation of standards and company standards

Ideally,the safety assessment project starts
with the system development project kiakf.
At that point, the (safety) requirements, the
safdy plan, and thestandardsinvolved are setf
and will not change, unless there is a good
reason for it and a change procedure followg
in order to account for these changes. Durin
the project, thesafety caseif present) will be
built up, the complianceems (if not already
defined) will be defined, the evidence for the
safety assessment will be gathered (all will i
stored in the project repository), and in clos€
relation, the safety critical system will be bui
The project ends successfully after thafety
critical system has been finished and the saf
assessment is successful.
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Safety requirement

Safetycritical system

Standard

Support(verb)

System

System development
project

Systemlifecycle

Tailoring

Safetyrequirementsare functional and nofiunctional
requirements that concern the safety of a product.

A system (hardware, software or a combination of the two) of
which the correct operation is essential to the protection of
human life, the prevention onjury or harm to humans or the
environment, orthe operation failue of which could lead to loss
of human life, injury or harm to humans or the environment.
Standards are documented agreements containing technical
specification or other precise criteria to be used consistently a
rules, guidelines, or difitions ofcharacteristics, to ensure that
materials,products, processes and services are fit for their
purpose

Activities that mighhelp the user to perform hidier work and do|
not hinder the user in his/her work.

Acollection of components organized to accomplish a specific
function or set offunctions. The term system encompasses
individual applications, systenis the traditional sense,
subsystems, systems of systems, product lines, product famili
whole enterprses, and other aggregations of interest.

An effort, bounded by time and resources, in which a (softyar
system is defined, constructed, testeahd deployed

The activities occurring duringpeeriod oftime that starts when a
system is conceived and end when #stemisno longer
available for use, is decommissioned and is disposed.

The applicatiorof a conceptwithin the context of a project withir
the degrees offreedom allowed by thetandard

Safetyrequirementswill be included ideally a
the start of theassessmenproject and may
be adjusted in a later stag8afety
requirementsmay be the result of an
understandingor tailoring of the standardat
hand.

Tailoringmay be the outcome of the
negotiations between manufacturers and
assessors. It is always in the context of a

product and project, so a tailoring can only b
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Technical safety report

(Argumend Template

Traceability

Understanding

Documented technical evidence for teafety of the design of a
system/sib-system/equipment.

A goodpractice guideline for creating arguments that prescribg
number of mandatory and possible elementta{ms subclaims,
strategies, etc.jor a certain generic type of use,for expla the
reuse of a component in the same application domain.

(1) The degree to which a relationsltignbe established
between, two or more products of the development process,
especially products havingpredecessor, successor, or nes
subordinate relationship to one anothgefior example, the degree
to which the requirements and design of a given software
component match. (2) The degree to which each element in a
software development product establishes its reason for existi
for example, the degree to which each element in a bubble ch
references the requirement that it satisfies.

Understanding of a concept or terminologythin a standardThe
understanding is an OPENCOSS approved concept which give
more detailed translation of the standard in such a way that it
defines the standard's concept in a wd#fined contextand
tackling all known ambiguities involved in the standdrde
understandingalso involves a tailoring and unavoidable
interpretation of the standard within the degrees of freedom of
the standard. There may be multiple understandings of a
standard. Understandings involve concepts like safety

requirements, safety claims, complianitems, safety processes.

used limited within another project arontext.
Tailorings can be upgraded to understandin
if it is made consistent with all of thepntexts
andapplication domaingncluded in the
OPENCOSfatform.

Anunderstanding is created after approval o
the OPENCOSS community (representative
may be based on a projet#vel related
tailoring. Understandings may evolve during
projects, creating different versions with othe
translatons from thestandards.For reuse
purpose, and keeping track of changes, thes
versions need to be stored or archived.
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Usecase

Validation

Verification

A detailed description of how an actasesthe system (what
response by what input). Use cases are represegtaghicaly in
use case diagrams. The use case scenarios describe the step,
involved in a particular use case.

Confirmation by examination and provision of objective eviden
that the particular requirements for a specific intended use ha
been wilfilled.

The activity of determination, by analysis and test, at each phg
of the lifecycle, that therequirementsof the phase under
consideration meet the output of the previous phase and that

output of the thase under consideration fulfils itequirements.
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8 Appendix: Stakeholder needs

The list of stakeholder needs derived from D2 lupdatedand listed inTable4.

Table4: Staleholder need

Stakeholder Description/responsibility ~Goal or need Goal and needs ID Source
This includes all stakeholders from direct users to wider environment stakeholders on a distance
(Safety) Person that worksona  Goal to achieve the project's P1.1
Project compliance and goals within planned
Manager assurance-based project budget, within planned
where the a product time, within planned
(system, or component) resources.
needs to be assessed as
acceptably safe (or meet
any other property).
Need to find out why the project P1.2
is not achieving its goals
within planned budget,
planned time, within
planned resources and to
mitigate the source and
replan the project.
Need to plan resources, view P1.3 D2.1
and produce metrics on
the progress of the project
at hand, and to manage
workflows in order to get a
better
Need to predict the time, P1.4 D2.1

resources and other costs
required for assessment of
products more precisely
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Safety Case
Engineer

Safety
Engineer

Person responsible for
the demonstration and
argumentation of
assurance of the safety of
a system being developed
by a manufacturing
organisation.

Person responsible for
the demonstration of
safety of a system within
a system or component
manufacturing
organisation.

Need

Goal

Need

Need

Need

Goal

Need

Need

to cooperate with Safety
(Case) Engineers (E2) and
Safety Assessors (S1)

to demonstrate safety of
the product in a safety
case or demonstrate the
component's or system's
properties required for an
assurance case.

to reuse argument and
evidence artefacts relating
to the safety of a reused
component

to plan, review, view,
develop, store, and save
workflows, evidence
artefacts, safety
arguments and
compliance checklists.

to cooperate with (Safety)
Project Managers (P1)
and Safety Assessors (S1)

to demonstrate safety of
the product in a safety
case or demonstrate the
component's or system's
properties required for an
assurance case by
providing the claims and
required evidence.

to better identify the safety
requirements

to interpret the standard in
a given context or
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Argument
Developer

Safety
Assessor

Need

Person responsible for Goal
the presentation of an
argument of assurance of
the safety of the system
or subsystem being
developed by a
manufacturing
organisation.
Need

Need

Person responsible for Goal
assessing the adequacy
of the evidence and
assurance O6pi
provided by the
manufacturers, in terms
of demonstrating the
safety of the system or
component under
consideration. Depending
on the domain, and on the
nature of the system
under consideration, the
safety assessor may be
more or less independent
of the manufacturing
organisation.
Need

circumstance.

to manage the artefacts El.4
and to set up a stable

baseline for an assessor

to evaluate

to create or modify an Al.l
argument that efficiently
demonstrates that a

product, (sub)system, or
component is acceptably

safe.

to create a clearer insight  Al1.2
in the system's safety.

to increase insight in how  Al1.3
systems can be assessed.

to assess whether a safety S1.1
demonstration of a

product, or assurance
demonstration of a system

or component is

acceptable.

to view the baseline S1.2
artefacts like workflows,
arguments, compliance
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Need

Need

Need

Need

Need

Need

Need

Need

checklists and evidence
relating to the system or
component.

to do so (S1.2) with a
stable unchangeable
baseline

to wish to remain confident
that the safety of systems
can be assured, and to
reduce the time and cost
overheads inherent in
repeated or overly
cumbersome work
occasioned by the
presentation of safety
justification and evidence
data in a format which is
difficult to read and
navigate

to avoid tedious rework

to simplifying the safety
assessment

to improve trust and
insight in assurance and
safety assessments from
other assessors (cross-
acceptance)

to benefit from previous
assessments on
same/similar systems
(delta-assessment)

to better understand how
the manufacturer plans to
provide assurance of the
safety of the product

to improve locating
deficiencies and
inconsistencies in the
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Need
Need
Administrator ~ Setting up and Goal
maintaining the system,
the OPENCOSS platform
User General user of the Goal
OPENCOSS system
Need
Need
Need
Need
Need

safety critical system

to reduce time and costs
for assurance and safety
assessments

to cooperate with (Safety)
Project Managers (P1)
and Safety Assessors (S1)

to provide users with a
smooth working system so
they can assess the
product, system, or
component at hand

to achieve the work goals
more efficiently and
effectively, with an
awareness of the safety
engineering activity and
the implications and
limitations of evidence
artefacts

to work with pleasure

to learn how to use a new
way of working in a
relatively short time

be able to use (most) of
the existing tools for doing
the work

to avoid repetitive, tedious
(assessment) work

to correct errors that have
been made and possibly
endanger the safety of the
system.
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D2.2

Manufacturer
Company

Company that produces
products, systems, and/or
components

Goal

Need

Need

Need

Need

Need

Need

to demonstrate that the
produced safety critical
system or product is
acceptably safe, or that
the system or component
meets the assurance
properties

to avoid costly rework

to desire to improve the
safety of products i and to
be able to demonstrate
this safety by convincing
justification.

to decrease or at least
avoid increase in the cost
of safety assessment as a
proportion of system
development costs

to decrease the number of
negligence claims arising
from accidents or product
recalls relating to safety
concerns

to transfer more accurately
technical information
between assessment
bodies

to benefit from previous
created safety
cases/assurance cases on
same/similar systems
(delta
recertification/assessment)
even if these safety cases
are not created according
to the procedures of the
OPENCOSS platform
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D2.2

Manufacturer
of Safety
Critical
Components

Manufacturer
of Safety
Critical
Systems

Assessor
company

Company that produces
sub-systems and/or
components, also
referred to as 'Supplier’

Company that produces
products

Company that verifies
and validates the safety of
safety critical systems
(products, systems,
components)

Need

Need

Goal

Need

Goal

Goal

Need

to protect company's
intellectual property from
competitors and restrict
sharing information only to
authorized personnel

to gradually change to a
new way of working,
thereby avoiding high
sudden costs in software
acquisition and training of
personnel.

to demonstrate that the
produced safety critical
subsystem or component
is meeting the properties
that are necessary for this
component in an
assurance case.

to desire common
contractual interfaces to
integrators of diverse
safety-critical systems
across the automotive and
other application domains

to demonstrate that the
produced safety critical
system is acceptably safe
in a safety case.

to validate the safety of a
safety critical system
(product, system,
component) or to indicate
the shortcomings of the
safety critical system.

to reduce time and costs
for assurance and safety
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European
Commission

National
Government

European
Safety
Authority

National
Safety
Authority

Need

Commission for Goal
stimulating cooperation
and development of
knowledge and
competitive power of the
European Community.
Project's sponsor and
funder.
Need

Entity representing a Goal
souvereign country

Generic placeholder for  Goal
the European overseers

of overall transport safety

in the aerospace and

railway domains.

National bodies

responsible for safety in a
particular domain (note

that this is not directly

relevant in automotive). Goal

assessments

to handle the data of the
manufacturer confidentially

to maximize the output of
the European project
OPENCOSS in terms of
saving time and costs in
safety assessments and to
improve safety of safety
critical systems.

to stimulate cooperation
between regulators,
standardisation bodies,
certification institutes. Etc.

to represent the national
political bodies which hold
ultimate authority for
safety in the transport
domains and which
delegate to the national
safety authorities.

stimulate and benefit
politically from the
enhanced visibility of
safety assurance

to be able to answer to the
national governments.
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Consumer User of the safety critical ~ Goal
(transport) systems

Need
Standards Organisation to bring Goal
Organisation together certain experts
on a specific subject in
order to prescribe the
good practices in the field.
Need
Tool Company that creates Goal
provider tools for manufacturing
company safety critical systems or
to support assessment of
these systems
Need

to avoid knock-on costs in = C1.1
the purchase of transports

and new vehicles which

might be occasioned by a

more expensive approach

to safety, while at the

same time being assured

that the systems are safe.

They also wish to have a

means to come to an

informed decision about

the safety of various car

models to inform future

purchase, as well as for
assurance of the safety of

the car they currently own.

to travel even safer Cl1.2

to create international S2.1
standards that should be

followed by the

practitioners in the field

to protect and make profit ~ S2.2
from the intellectual

property in the produced
standards

to create competitive tools  T1.1
that support the

manufacturers and

assessors in their goals

to provide a tool interface T1.2
to a platform when (1) this
platform clearly has an

added value for

manufacturers and

assessors in achieving
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their goals and (2) is
technically feasible to
create such an interface
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9 Appendix Introduction to Use CaseDiagrans

9.1 Introduction

Use cases emerged frotihe objectoriented development world. They describe the software from the

dzA SNDa LRAYyG 2F GASed t Ne2SOGa (e lecatise thd uBapdoesy @ RS
not care how the software is bujlhe/she cares how to interact with itUsecases are at the center of the

widely used Unified Software Development Prodé$s

Use casesapture thetypical interactions between the users of a system and the system itself, providing a
narrative of how a system is usgs].

In this document we prescribe a method including tips and tricks to capture use cases. We start by
answering the question why use cases are useful; we continue with definition of use cases, followed by a
number of steg and tips and tricks when writing use cases. Finally, we end with our conclusions. This
document also contains appendices with a use case scenario template, a number of examples from
literature, and a literature reference list.

9.2 Why are use cases useful?

Use cases are a valualieansto help understand the functional requirements of a syst@h The power

of the usecase approach comes from its taséntric and usercentric perspective. Use cases create a

clearer expectatiof what users can do with the new system than if you take a funat@ntric approach.

The customer representatives on several Internet development projects found that use cases clarified their
notions of what visitors to their Web sites should be ableléo Use cases help analysts and developers
understand both the user's business and the application domain. Carefully thinking through the actor
system dialog sequences can reveal ambiguity and vagueness early in the development process, as does
generatingtest cases from the use cagés.

Rather than expecting use cases to contain 100 percent of the system's functionality, use cases help
analysts to discover the functional requirements. That is, the use cases become a&heolthan being an

end unto themselves. Users can review the use cases to validate whether a system that implemented the
use cases meets their needs. The analyst can study each use case and derive the functional requirements
the developer must implemenbtrealize the use case in softwggd.

Use cases should be written before the functional requirements. Use cases represent requirements at a
higher level of abstraction than do the detailed functional requirements. Initballyshould focus on
understanding the user's goals so that requirements engineers can see how users might use the product to
achieve those goals. From that information, the analyst can derive the necessary functionality that must be
implemented so that th users can perform those use cases and achieve their dals

The usecase approach helps with requirements prioritization. The highest priority functional requirements
are those that originated in the top priority use eas A use case could have high priority for several
reasond4]:

1. It describes one of the core business processes that the system enables.
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Many users will use it frequently.

A favored user class requested it.

It provides a capaility that's required for regulatory compliance.
Other system functions depend on its presence.

arwd

There are technical benefits, too. The ts#se perspective reveals some of the important domain objects

and their responsibilities to each other. Developasing objectoriented design methods can turn use

cases into object models such as class and sequence diagrams. (Remember, though, use cases are by no
means restricted to objeebriented development projects.) As the business processes change over time,
the tasks that are embodied in specific use cases will change. By tracing functional requirements, designs,
code, and tests back to their parent use casé®e voice of the customer it will be easier to cascade

those businesprocess changes throughout thatee system[4].

9.3 Definition
I Wdza S OF a4SQ RSaAaONRO6Sa | aLISOATAO OFLasS Kz2zg¢g | aeaf
NE2SOhAy3a (GKS GSN¥Ya wdzal 3S a0Syl NA 2 @sekesdRbestdmsi 1 3S O

the actor will interact with thesystemto achieve a specifigoal [7].

A use case capturesralation between the stakeholders of a system about its behavior. The use case
RSaAaONAROGSa (KS rdé daiiobsconditionsaKitreddoaddlfo azequest from one of the
stakeholders, called the primary actor. The primary actor initiates an interaction with the system to
accomplish some goal. The system responds, protecting the interests of all the dteshifferent

sequences of behavior, or scenarios, can unfold, depending on the particular requests made and conditions
surrounding the requests. The use case collects together those different sceffgrios

In use casespeak, the users are referred to as actors. An actor is a role that a user plays with respect to
the system. Actors might include customer, customer service rep, sales manager, and product analyst.
Actors carry out use cases. A single actor may perform ms@yases; conversely, a use case may have
several actors performing it. Usually, you have many customers; so many people can be the customer
actor. Also, one person may act as more than one actor, such as a sales manager who does customer
service rep task [6]

Important to note is that an actor doesn't have to be human. If the system performs a service for another
computer system, that other system is an acfi}.

¢ KS GSN)Y WI Othexitfixerrh; fole ywauldl beNdbich beittér. Apparently, there was a
mistranslation from Swedish, and actor is the term the use case communityé]ses

Summarizing, the three important concepts in use cases are:
1. Actor (the rde of the user)

2. The goal of the actor

3. The systenfthe software system

Use cases are represented in diagrams seeharios This is explained in the following sections.
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9.3.1 Diagrams

Usecag diagrams provide a higkvel visual representation of the userg@rements. The notation that is
commonly used is that of the Unified Modeling Language (UML). Use cases are well known as an important
part of the UML. However, the surprise is that in many ways, the definition of use cases in the UML is
rather sparse. Nihing in the UML describes how you should capture the content of a use case. What the
UML describes is a use case diagram, which shows how use cases relate to each other. But almost all the
value of use cases lies in the content, and the diagram is oéréithited valug6].

Avastnumberofmoddl y3 (22f & &adzJlR2 NI 62yS 2F (G4KS RALFESO
w2aS> aAONR&a2F0Qa *tAaA23 odzi Ffaz G22fa G NBSG
ModelMaker Tools). All of these tools support creating use case diagrams, few of them support writing
scenarios and even less offer complete checks to verify the diagrams or even the scenarios.

i a
SR

Figurel6 shows a partial useasediagram for the Chemical Tracking System, using the UML nofdfjion
The box represents the system boundary. Lines from each actor (stick figure) connect to the use cases
(ovals) with which the actor interacts.

In the usecase diagram, the box separates some-tepel internals of the systemthe use casas from
the external actors. The context diagram also depicts objects that lie outside the system, but it provides no
visibility into the system internalg].
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X

Training
Database

Q

Obtain Material
Safety Data Sheet

Request a <<extend>>
Chemical /S~~~ ~ °

Search Vendor
Catalogs

)

\

Manage

Requester Inventory Chemical

Stockroom
Staff

AN

Check Order
Status

Dispose of
a Chemical

Health Buyer
and Safety
Department

Figurel6: Partial usecase diagram for the Chemical Tracking System

When use case diagrams are defined they should contain only the essence. An essential use case can be
defined as "...a simplified, generalizedhstract, technologyree and implementatiorindependent

description of one task or interaction...that embodies the purpose or intentions underlying the

interaction." That is, the focus should be on the goal the user is trying to accomplish and the'system
responsibilities in meeting that goal. Essential use cases are at a higher level of abstraction than concrete
use cases, which discuss specific actions the user takes to interact with the system. To illustrate the
difference, consider the following twaways to describe how a user might initiate a use case to request a
chemical:

Concrete but not essentiaEnter the chemical ID number.

Essential:Specify the desired chemical.

The phrasing at the essential level allows many ways to accomplish tHe usention of indicating the
chemical to be requested: enter a chemical ID number, import a chemical structure from a file, draw the

structure on the screen with the mouse, select a chemical from a list, and others. Proceeding too quickly
into specificmteraction details begins to constrain the thinking of the asse workshop participants. The
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independence from implementation also makes essential use cases more reusable than concrete use
casesl[4]

Also ina Ticket Vendinglachine example a use case diagream bedepicted(SeeFigurel?). This figure
states that the customer can buy a ticket and that the maintenance engineer has four possible uses of the
system.

Ticket Vending
Machine

Buy Ticket

Customer

/1\
DO

Maintenance Enginesar
Update Machine

Figurel7: Use case diagram e@fticket vending machine

Note that the use case diagrams can have multiple levels. In the casd&két vending machine, the use

OFasS Ww.dz&2 GAO1SGQ YIe 0SS FAdNIKSNI-AaNEOAGuk@RSAPE 2 WY
NB G dzNy G A O TISNIRQLA (WA QiEeS INRXdzyRI O | 2 6 SOSNE  Ydz GALX S
Therefore, in the example these use cases are all captured by the same scenario.

9.4 Steps to create use cashagrans

9.4.1 Introduction

Rather han desdbe use cases heaah, it is easier to approach them in a more natural and narrative way
and start describing a user scenario. A user scenario is a sequence of steps describing an interaction
between a user and a system. So if we have a¥W&d®d orline dore, we might have a Buy a Product
scenario that would say this:

The customer browses tlvatalogueand adds desired items to the shopping basket. When the customer
wishes to pay, the customer describes the shipping and credit card information anthedhfirsale. The
system checks the authorization on the credit card and confirms the sale both immediately and with a
follow-up email.

This scenario is one thing that can happen. However, the credit card authorization might fail, and this
would be a sepate scenario. In another case, you may have a regular customer for whom you don't need
to capture the shipping and credit card information, and this is a third scenario.
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All these scenarios are different yet similar. The essence of their similarigtismthll these three

scenarios, the user has the same goal: to buy a product. The user doesn't always succeed, but the goal
remains. This user goal is the key to use cases: A use case is a set of scenarios tied together by a common
user goal[6]

9.4.2 Steps

The steps that help you tdentify and write the use case diagraeffectively (Taken frorfi7]) are
indicated below. Note that you have to work breadth first, not depth first; so, from lower poecie
higher precision. This will help you manage your energy, that is, keep track of what you do and plan to do.

1.
2.

System boundariesThe boundaries of the system defined in a context diagram or in/out list.

Primary actorsCollect all the primary actosisers and their different roles they can have according

to the system) as the first step in getting your arms around the entire system for a brief while. It is nice
to have the whole system in one place. Brainstorm these actors to help you get the oadsiog the

first round.

Goals.Listing all the goals of all the primary actors is perhaps the last chance you will have to capture
the entire system in one view. Getting this list as complete and correct as you can is essential. The next
steps will invole more (much) more work. Review the list with the users, sponsors, and developers, so
they all agree on the priority and understand the system.

Summary level use case¥d/rite the outermost (that is, highest abstraction level) summary level use
cases coveng all the (known) actors and their goals. After that reconsider & revise the strategic use
cases. Add, subtract, merge goals.

Elaborate each use casPBick a use case to expand or write a narrative to get acquainted with writing
use cases. Fill in the g&holders, interests, and preconditions. Continue with the main success
scenario and check it with the goals and interests.

9.5 Appendix @nclusion

ThisappendixA & | O2 YLt FGA2Y 2F 06Sad | LILINE I exidetiencedt 2 0 K T N.

summaizes the focus points how to write effective use cases. Readinggpmsndixsupports learning how
to write effective use caseend how to check them whether they are built in the right way
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10Appendix High-Level RquirementGood Practices

From[3] we learn that user requirementlocumentsshould include:

1. Functional requirements must be described. Functional requirements describe the functionality of
the system from the perspective of the user. This can be domdain text or in the form of use
cases (see below).

2. Nonfunctional requirements. These are also called quality requirements. It is a set of different
types of quality measures, as defined metiISO/IEC 9126 standard for quality characteristics.

3. Glosary. Many types of entities play a role in the environment processes but only those that have
to be represented in the system are collected. Not the individual entities, but only the types or
classes to which they belong are listed (so not "client JohHhdmn only "client"). The object
description can be quite informal in the form of a glossary (terms and definitions), or more
advanced in the form of a data dictionary or object model (see below).

4. Data dictionary or object model. A data dictionary i®acf metadata that contains definitions
and representations of data elements. It includes semantics for data elements. The semantic
components focus on creating precise meaning of data elements. Data dictionaries are more
precise than glossaries becausey frequently have one or more representations of how data is
structured. Data dictionaries can be completed with data or object models that also include
complex relationships between data elements or objects.

5. Usecase diagram@vithout scenarios). A usease is a named "piece of functionality” as seen from
the perspective of an actoNote that also the nopermitted ones, the misise cases, can be
defined as well. These can help identify security leaks for example.

6. Flowcharts of processes. A flowcheria schematic representation of a process. Generally the start
point, end points, inputs, outputs, possible paths and the decisions that lead to these possible
paths are included.

7. Behaviouraproperties. Generdbehaviouralproperties are e.g. propertiethat express that
certain conditions may never occur or that certain conditions should always hold. Usually these
properties have a temporal aspect and therefore it is possible to express them in temporal logic,
although a translation in natural languaigeessential for most stakeholders.

And each requirement needs to be:
8. Uniquely identifiable; it must have a unique identifier. Preferably the requirements are ordered
and numbered. Functional and ndanctional requirements can be grouped together usihg t
same number if they are preceded by a different letter code.

9. 1 i2YAOT SIFOK NBIdZANBYSYy(d Ydzald FRRNBaa 2yteée 2yS¢
concatenate different functionality must be avoided.

10. Unambiguous. It is clear what the requirement meaNo term in the requirement has an
alternate meaning that can be misunderstood by any of the stakeholders. It is clear where the
emphasis in the requirement is. Possible ambiguities are unambiguously expétinexdin the
glossaryor inthe derived, bwer-level, requirement®n function or componentlevel Note that
ambiguity in higHevel requirements is acceptexh platform and featurdevel
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11. Free from implementation details. Functional requirements do not constrain the technical solution.
Any degjn and development constraints are part of the Aoinctional requirements. The
Fdzy QlA2yltf NBIJdZANBYSyiGa aLISOATFe GKS WgKIGQI y?2

12. Traceable. Each functional requirement should be derived from at least one business requirement
and must have a tation with either functionality in the FSD or use cases.

13. Testable/Verifiable: The requirement can be objectively shown to hold. The requirement is
expressed in precise and quantitative termiate that it is acceptable that higlevel requirements
(platform- and featurelevel)can be untestable and/or unverifiable, as long as the derived
requirements, the lowetevel requirements dependent on this requirement, are.

14. Prioritized. It must have a priority. There must be more than one priority level (fongheamust
have, shoulehave, couldK | @S T & Payidpiioriti lev@Sshould be balanced; that is, each
level should be used as frequent as thaears; for example, if all requirements are indicated with
high priority, levels are not balanced.

Furthermore, requirements need to conform to the following rules:

15. No two requirements or usease diagramsontradict each other. It is not the case that one
requirement describes property P and another requirement describes property Not P. It is not the
case thatone usecase describes an order of steps and anotherassse describes a different
order of steps. Etc.

16. Ambiguity is explained in the glossanydetailed in the refined requirement&ach ambiguous or
unclear term from the requirements is containedtime glossanpr in a (set of) refined
requirement(s)

17. The definitions in the glossary are nowclic. There is no definition d in the glossary, which refers
to other definitions, etc, until the definition d is referred to.

18. A usecase is well composed.usecase describes at least peenditions, postconditions, normal
flow, and alternate flows (including exceptions).

19. Usecase diagrams correspond to usase text. If diagrams are drawn in the wsese description
to show the steps in the usease, thedescriptions and order of the steps is the same in both the
text and the diagrams.

20. The usecases or functional requirements detail the environment description. Thecases or
functional requirements detail the environment description in the context detion (no
contradictions). Each step in a business process that involves the system has been included in the
requirements. Each task that the system shduidil for its environment has been included in the
requirements. All actors of the context degtion have been included in the requirements.

21. No useless actors and usasesEach us&ase is involved with at least one actor and each actor is
involved with at least one usease.

22. No useless objects and all objects specified. Each object is meniiotieel requirements and all
objects mentioned in the requirements are contained in the object model.
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23. Lifecycle coverage of the objects. For each object the creadad, update and delete
operations are covered in the user requirements or not appliea

24. The requirements do not contradict theehaviouralproperties. None of théehavioural
properties is rendered impossible by the requirements.

25. The functional and nofunctional requirements do not contradict. The usase or functional
requirements @ not render the nodunctional requirements impossible.
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11 Appendix:Crossapplication domain use cases: RTOS
OPENCOM

11.1 Purpose of Document

This document is a legacy description of a use case that has been developed in the beginning of the
OPENCOSS projeitthas not been updated, but just shows the intermediate steps that have been taken to
come to the higHevel requirements.

The intention of this documentasto provide use cases for the OPENCOSS Platform. These use cases
have been derived from consideion of a potentially reusable componeqgthe OpenConRTOS, which

has been developed by Altreonic (§&8][19]). The OpenCoRTOS was developed using formal

methods, so, from the OPENCOSS tpafiview, some potentially reusable assurance evidence artefacts do
exist, in the form of the formal verification of the RTOS. The use cases presented here focus on how the
OPENCOSS Platform can support reuse of this component and its associated asstidamce both

within and across safetgritical domains. Although they are intended to highlight some of the issues
inherent in the assurance of reime systems, it should be stressed that the use cases are conceptual.
They are expressed at a veryngeal level, and do not deriva priorifrom any known use of the OpenCom
RTOS itself.

11.2 Background: The OpenCom RTOS

The OpenComRTQ1B] [19] was developed to support redilme operations in embedeld systems in
safetyONRA GA Ol f R2YIAYy&ao { dzO KimeasystemsS il that midéBg alia8kldaadlihet f &
can result in a total system failure. Conventional RTOS are either designed for deployment on a single
processor or in systems cdfeacterised by shared memory resources. The OpenComRTOS, however, is
explicitly designed to exploit modern distributed processor architectures: it is developed on a network
centric model, which assumes that each processor has a local memory and thappwotswg hardware
permits and secures communication between the distributed memory resource§i8eeage 15), while
preventing this where necessary (i.e. maintaining partitioning between applications as required). The
OperComRTOS supports concurrent programming in this distributed environment, in such a way as to be
transparent to the application developer: the system handles the mapping between of tasks and entities
and deals with routing and systelavel communication sthat application source code can remain
independent of the topology of the target system ($&8], page 33). The RTOS is developed in-EGNSI

and is thus highly portable: it is scalable to a range of target systems, fronrsmatysystems with a single
microprocessor to widehdistributed networks comprising large numbers of distributed processing nodes
[18]. OpenCom RTOS supports the reuse of applications across varied platforms, by recamgpiling
remapping the source code without the need to modify the code itself, independently of the underlying
processor architecture, from-Bit to 64-bit CPUs (Sdd 8], page 32). The RTOS can be extended with the
addition of apflication-specific services and entities without the need for redevelopment of the RTOS
kernel or the development ofraadditional middleware layer (S¢&8], page 33).

11.3 Use Case Documentation

11.3.1Context

The OPENCOSS project sa¢ekzrovide an affordable approach for the certification and recertification of
safety-critical systems and, in particular, to support the reuse of safety arguments and evidence relating to
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system components across the railway, automotive and aerospace idsmahis approach will be
supported by the OPENCOSS Platform, which will provide tools and processes to manage certification
information and perfornsafety assurance activiti¢$].

The use cases presented below are inteddo reflect a particular viewpoint: that of an emtta S NI &
interaction with the OPENCOSS Platform, as he works through a series of scenarios representing
deployment of the OpenCom RTOS in a variety of contexts. It should be noted that much of theatiteory
many of the artefacts underpinning the OPENCOSS approach (for example the CCL, or the mechanics of
modular certification) are likely to be invisible to the easer at this level of abstraction. The use cases

do, however, reveal some issues and coaisiis on the approach to be adopted in OPENCOSS.

11.3.2General Use Cases

In this section, we capture general use cases for common user interactions with the OPENCOSS Platform,
such as uploading, viewing and editing documents. These general use cases aledkidhe more

detailed scenarios listed in the following three sections. Since the functionality in these general use cases
is accessed only through more detailed extension cases, the scenario does not begin with a general

WR2 OdzYSy i Y y I tHeSneBagd] ut indtkal with & Specific prompt.

These generaluse casesare mtBldd dza Ay 3 +y | 6aidNF Ol W aSND Oflaao
I NBE NBIjdANBRTI GKAa Ofl daa A& ¥FdzNI KSN »éas éshah detbril SR A
in a use case in this document, the reference is to the OPENCOSS Platform.

UCO01: Upload Document

Context: A User has prepared a version of some project artefact, and wishes
upload it to the OPENCOSS Platform.
Actors: User (primay)

Preconditions: | The User has a copy of the document he wishes to upload stored on
local workspace. The document is in a form which can be stored by
OPENCOSS Platform. The OPENCOSS Platform is running, and the
logged into the system.

Assumptions: 1. User has the permissions required to upload a document to the
OPENCOSS Platform.

2. The OPENCOSS Platform can store a range of document formats
od® ¢KS ht9b/h{{ ttFrGF2NY¥ GAf T ¢
WNEBIj dZA NBYS ¥ HE WF NESAKSQGGAONI ST O

.{2aildsSYy 2FFSNE WdzLX 21 R R2 OdzY Sy,
' ASN) A4St S0O0Ga WdzLJX 2F R R2OdzySyli
System presents index of local files

User selects relevant file for upload

System uploads document

System displays index view to canfiupload.

Main success
scenario:

ouAwWNE

Postconditions: The document is uploaded to the System, and marked with version
control information.

Alternative UGO01.1: Upload Draft Document (extends-OCUpload Document)
Scenarios: Extension Point: 3

odm {8aldSY 2FFTERERNI DK2RDOSdzF Sy ¢
oFraSt AySR @SNAAZ2Y 2F R20dzySyidQ
odH ! aSNJ asStSoOla WwWdzLi 2F R RNJ T
3.3 System uploads document and marks it with date and time
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AYVF2NNIEGAZ2YE a2 YEFENJAY3I Al Wi
UGO01.2 Upload Baselinédocument (extends UG1 Uplad
Document) Extension Point: 3

odm {2aGSY 2FFSNAR | OK2A0S 27
oFraSt AySR @SNAA2Y 2F R20dzySyidQ
odH ! AaSNJ AStSOGaA WwWdzZL)t 21 R ol aSft /
3.3 System uploads document and marks it with change control
information (date, time and version).

Exceptions:

3.1 Document not found. System displays an error message. Return
step 1.

5.1 Upload fails. System displays an error message. Return to step 3

UCO02: Replace Existing Document (extendsOdCUpload Documeh

Context: A User updated some project artefact, and wishes to upload it to the
OPENCOSS Platform, replacing an existing version.

Actors: User (primary)

Preconditions: | The user has a copy of the document he wishes to upload stored on
local workspce. The document is in a form which can be stored by t
OPENCOSS Platform. The OPENCOSS Platform is running, and the
logged into the system.

Assumptions: 1. User has the permissions required to upload a document to the

OPENCOSS Platform.

2. TheOPENCOSS Platform can store a range of document formats.
o ¢KS ht9b/h{{ tfFrGF2NY GAff i
WNBIjdZANBYSydGa INISFIOGaQ 2N Wi
4. The OPENCOSS Platform will store all previous versions of draft ¢
baselired documents.

Mainsuccess |1. { @aGSY 2FFSNAR WdzLJ 21 R R2 OdzY Sy,
scenario: 2.0 ASNJ aSfSOGAa WdzLX 21 R R2O0dzySyl
3. {2aldSY 2FFSNA 2LWiA2ya 27F WdzLix
SOARSYOS I NLSTIOUQ YR WdaX 21
4. ' ASNJ A4St SOGa I WNAnSTF2 IOR QSPA RSy OS
5. System presents index of local files
6. User selects relevant file for upload
7. System checks for previous versions of the file
8. System displays a message to the effect that a previous version
SEA&GA oEI)\@A)/El RFEGI Yy Rrefldcer S
FAESKQ YSaalrasSo
9. User confirms desire to replace file.
10.{2adSYy 2FFSNE | OK2AO0S 0SiG8SS
oFaStAySR R20dzySyidQ
11.) &SNJ aSt SOla WdzL 2+ R o0l aStAyS
12. System uploads document, and marks it with configuration contr|
lwe are using the word O6baselinedd rather

an artefact which is under configuration control and one which is not.

| oosely
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information (date, time and version).
13.{2adSyYy I NOKA@Sa

I NOKA @S Q
14. System displays index view to confirm upload.

LINBOA2dza @S NH

Postconditions:

The document is uploaded to the System, and marked with version
control information. The previous version of the file is stored in an
appropriate archive.

Alternative nom ! a SNJ é Sf SOGa WdzLJ 21 R NBIj dzA |
Scenarios: AmMo®m {@aUSY I NDKAQZSE LINSGA 2dza
I NOKA @SQ
ndu ! AaSN AaSOUACYa WHRIDSHI ®GIQNH
AvModn {@aA0GSY I NOKA@SaAa LINBOJA 2dza
I NOKA @SQ
MMdm | ASNJ aSfSOGa WdzJ 2F R RNJI F{
12.1 System uploads document, marks it with data and time informa
FYyR fa2 YINJa AdG Fa WRNYTGQ
Exceptions: 6.1 Documenhnot found. System displays an error message. Return t

step 1.
7.1 Previous versions not found. No system action required.

12.1 Upload fails. System displays an error message. Return to step

UCO03: View Document

Context: A User wishes to call jppdocument previously stored on the OPENC(
Platform
Actors: User (primary)

Preconditions:

The document has previously been uploaded to the OPENCOSS Plg
The OPENCOSS Platform is running, and the User is logged into the
system.

Assumptions: 1. The User has the necessary privileges to view the document.
Mainsuccess |1. { 8aiGSY 2FFSNA W@ASs R20dzYSyid g
scenario: 2.1 aSN) aSt SO0Ga WwoASg R20dzySyidQ

3. System displays index of relevant directory (obviously, this will bg
clear in the context of the specialid usage scenarios)

4. User selects document

5. System displays the relevant document

Postconditions:

The User is able to view the document.

Alternative
Scenarios:

Exceptions:

4.1 Document not found. An error message is displayed. Return to
1.
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UGO04: Edit Document (uses W3: View Document; uses L2 Replace Existing
Document)

Context: A User wishes to edit a document previously stored on the OPENC(
Platform.
Actors: User (primary)

Preconditions: | The document has previously been upleddo the OPENCOSS Platfor
The OPENCOSS Platform is running, and the User is logged into the
system.

Assumptions: 1. The User has the necessary privileges to edit the document.

2. The System provides for local storage of copies of artefacts, so th
A SNE OFY YIFI1S WRNI FGQ OK lkcynidied>
copy to the system.

3. Past versions of artefacts are retained by the System, and are
F0OO0S&aaArofS (2 dzZASNE dzy RSN I W@/
Use Case UQ2 above).

.{2ailisSYy 2FFSNE WSRAUGU R20dzyYSyiq
'aSN) aSt SOda WSRAG R20dzySyidQ
System displays index of relevant artefacts

Main success |1
2
3.
4. System prompts User to select an artefact to update
5
6

scenario:

User indicates selection of relevant artefact
System offers User theelevant artefact in an editable form and
locks the centrallstored copy to prevent other users from making
changes.

7. User downloads a copy of the artefact to his local workspace.

8. User makes changes to artefact and saves changes.

9. System offers a choice opions¢Wa i 2 NS OKI y3Sa
WYdzLJX 2+ R OKFy3ISR @SNBRAZ2YQ

10.! aSNJ OK22aSa WdzLJd 21 R OKIl y3SR

11. System uploads changed version, and marks it with version cont
information (date, time, current).

12. The System retains previous versions of the fil

13. The System unlocks the file, so that other qualified users can ma
changes.

Postconditions: | An updated document is stored on the System, available for all userg
view and for eligible users to edit. This file is under version control.
Previousversions, also with version control information, are stored.

Alternative Use Case UQA4.1 Edit Local Document (extends-QLCEdit Document)
Scenarios: Extension point: step 10

Mndm | AaSNJ OK22aSa WwWaluz2NB OKI y3y
10.2 System unlocks storegrsion to permit editing by other qualified
users

10.3 System makes no further changes to stored version of the file.

Exceptions: 6.1 Document not found. An error message is displayed. Return to
3.
11. Upload fails. An error message is digpth Return to step 9.
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Figurel8: General use case diagram

11.3.3Use Cases arising from situations in which the OpenCom RTOS is deployed
In a single system

In this section, we detail Use Cases relating scenario in which the OpenCom RTOS is deployed as the
RTOS to be used for engine control software in a nelelyeloped conventional automotive vehicle. This

is the simplest certification scenario for the OPENCOSS Platform: the certification exaddrasgument

is assembled for the first time. Since the OpenCom RTOS is a COTS component, however, there is a need
to interrogate the relevance of the verification provided: the view and update use cases presented here
facilitate the Stakeholders in perfiming this work The OPENCOSS Platform is used to manage the safety
management and certification workflow activities, and to store evidence and process artefacts and to
develop and store the safety argument, which relates evidence to safety requirements.

UCO05: View Workflow (extends U@3 View Document)

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vehicle. At the
beginning of the project, the Project Safety Managéshes to use the
OPENCOSS Platform to manage the workflow required for safety
certification activity within the manufacturer.

Actors: Safety Manager (primary), Safety Engineers, ISA, Project Manager
User Goal in The Safety Manager wishes tolagb a workflow tailored to the process
Context: requirements of the target certification domain.

Preconditions: | The OPENCOSS Platform has been populated with information relat
the safety process mandated by the relevant suite of Standards. Th¢
OPENCOSS #dam is running, and the Safety Manager is logged into
the system.

Assumptions: 1. A system is certified against a defined series of standards, compa
standards etc.. The process requirements from these documents wi
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conflated and represented as®i  NB S
HO ! 2Nyl Ft286 oAttt O2
charts, to do lists etc..

OSNIATFAOL {
2 Y LinflaasSGasttS ¢

Main success
scenario:

1. Safety Manager selects Work Flow view.

2. System offers choice of optioqsV G A S &
G2N] Ff26QF WdzZLIRI (S rél2NJ[ Ft26Qd

3. {1 F¥Sde alyl3ISNI OK22aSa WOASSH

System prompts Safety Manager to select relevant target

certification domain.

Safety Manager selects target certification domain.

System populates the workflow with actiés required by the target

certification domain.

7. System displays index of workflow artefacts.

8. System prompts Safety Manager to choose required workflow
artefact.

9. Safety manager selects required workflow artefact.

10. System displays required workflow artefact.

O dzNNEB y (lipash

»

o o

Postconditions:

The Safety Manager is able to view a detailed workflow, which reflec
the process requirements from the relevant target certification domai

Alternative UCO05.1: Share Workflow (extends ¥8: View Workflow) Extension
Scenarios: Pant: step 5
5.1 System prompts Safety Manager as to whether he wishes to sha
the workflow.
5.2 Safety Manager specifies ISA and Safety Engineers as those wit
whom he wishes to share the workflow.
7.1 System displays the index of workflow artefacts foitiple users.
UCO05.2: View Past Workflow (extends 40&: View Workflow) Extensio
point: step 3
odm { I FSGe YIylFr3aSN aStSOda WOIA
4.1 System displays index of past workflow artefacts with version co
information
4.2 System prompts Sgty Manager to select required artefact
4.3 System displays required artefact.
Exceptions: 1.1 Work flow view not found. An error message is displayed.

4.1 Target certification domain not found. An error message is displa

6.1 Workflow activities notdund. An error message is displayed.

UCO06: Update Workflow (extends WU5: View Workflow)

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vehicle. At the
beginning othe project, the Project Safety Manager wishes to use th
OPENCOSS Platform to manage the workflow required for safety
certification activity within the manufacturer.

Actors: Safety Manager (primary)

User Goal in The Safety Manager wishes todgie the workflow to reflect recent

Context: work, and to propagate the changes he makes.

Preconditions:

The OPENCOSS Platform has been populated with information relat
the safety process mandated by the relevant suite of Standards. Th¢
OPENCOSS Platfomrinning, and the Safety Manager is logged into
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the system.

Assumptions:

1. A system is certified against a defined series of standards, compa
standards etc.. The process requirements from these documents wi
O2y Tt 4GSR YR NBEQBIBASYANGCIRG A &Y | F
2. Only certain classes of user are entitled to make changes to work{
artefacts. The Safety Manager is such a user.

3. The system provides for local storage of copies of artefacts, so thg
dzZaSN&E Oy YI 1S WYReylploada vadsiohoyitdIRd ]
copy to the system.

4. Past versions of workflow artefacts are retained by the System, ar
I NB FO00SaaArotsS G2 dzaSNAR dzyRSNJ |
UCO05.2 above).

Main success
scenario:

1. Safety Manager setts Work Flow view.

2. System offers choice of optiogsV @A S g OdzNNBy i ¢

G2N] FE26QF WdzZLIRIF GS 62N Ff260Q

{FFSde alyl3ISN OK224aS4a WdzLIRI

System displays index of recentigved workflows

System prompts Safety manager to select tbguired workflow

Safety Manager selects workflow

System displays index of relevant workflow artefacts

System prompts Safety manager to select an artefact to update

Safety Manager indicates selection of relevant artefact

0. System offers Safety manager thdeneant artefact in an editable

form and locks the centraligtored copy to prevent other users fron
making changes.

11. Safety manager downloads a copy of the artefact to his local
workspace.

12. Safety Manager makes changes to artefact and saves changes.

13. System ¢fers a choice of optionsWa i 2 NB OKIl y3Sa
WdzLJX 2+ R OKIFy3ISR @SNBRA2YQ

14.{FFSGe& alylr3aSN) OK22aSa WdzLl)x 21|

15. System uploads changed version, and marks it with version cont
information (date, time, current).

16. The System retaingrevious versions of the file.

17. The System unlocks the file, so that other qualified users can ma|
changes.

BPOXONO TR

Postconditions:

An updated workflow document is stored on the System, available fg
users to view and for eligible users to edit. Thesiflunder version
control. Previous versions, also with version control information, are
stored.

Alternative
Scenarios:

Use Case U@6.1 Update Local Workflow (extends-0& Update
Workflow) Extension point: step 14

Mnoem {FFSGe al yIay§ENS DK2wRas aA y¥afl
14.2 System unlocks stored version to permit editing by other qualifig
users

14.3 System makes no further changes to stored version of the file.

Exceptions:

1.1 Work flow view not found. An error message is displayed.
4.1 Wokflow information not found. An error message is displayed.

4.1 Workflow activities not found. An error message is displayed.
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Figurel9: Workflow Use Cases Diagram
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UGO07: UploadSafety Requirements Artefatextends U@1 Upload Document)

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vehicle. At the
beginning of the project, the Requirementsdimeer wishes to upload a
Safety Requirements Artefact to the System.

Actors: Requirements Engineer (primary)
User Goal in The Requirements Engineer wishes to upload a requirements artefaq
Context: the System and to associate traceability informatisith that artefact.

Preconditions: | The requirements artefact exists and is saved on the Requirements
9y IAYSSNRa f20Ff ¢g2NJ] aLl OSo ¢ f
Requirements Engineer is logged into the system.

Assumptions: 1. Only certairtlasses of user are entitled to upload requirements
artefacts. The Requirements Engineer is such a user.

Mainsuccess | 1. wSIljdZANBYSy Ga 9y 3IAYSSNI aSt SO
scenario: 2. System offers choice of optiogsV @A S & NB |j dzA NB
requirement$2

wSIljdZANBYSyGa 9y3aAySSN aSt SO0 a

System offers choice of optioqs?F RR Yy Sg NBIj dzA N

SEA&GAY3I NBIdANBYSyiGaQ

wSIjdZANBYSyiGa 9y3aAySSNI aSt SOG4

System presents index of local files

User selects relevant fiker upload

System uploads requirement, adding configuration control

information (date, time, version)

9. System displays index view to confirm upload.

10. System prompts Requirements Engineer to edit traceability
information for the artefact.

11. The Requirements Bineer provides manual traceability links to
associated requirements artefacts and issues a change request f
changes to traceability links to associated claims in the certificati
argument to be provided by the Argument Developer.

Hw

©No O

Postconditions: | The requirements artefact is stored on the System, available for all u
to view and for eligible users to edit. This file is under version contrg

Alternative
Scenarios:

Exceptions: 6.1 Artefact not found. An error message is displayed. Returteps
8.1 Upload fails. An error message is displayed. Return to step 4.

2\We have been deliberately vague alzi G KS G SN)Y WwSIljdzZANBYSyidGa ! NISFIO
constrain the choice of technology within the Platform. What is envisaged is a requirements repository, in
which each requirement is individually identified, facilitating traceability atelellof the individual

requirement. This Use Case could then apply to the addition of a single requirement, or to a requirement
set. Itis likely, however, that Use Case09CUpdate Requirements Artefact would be deployed for

addition of a single requément to an existing repository. For version contral, it is likely that previous

versions of the requirements will be maintained in the repository, rather than extracted for separate
ai2N)3So CKA& Aad o6Ke& | WOA Sthiis UsaNJAZBA 2 dza OSNEA2Y A Q
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UCO08: View Safety Requirements (extendsQBCView Document)

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped congntional automotive vehicle. A User
wishes to use the OPENCOSS Platform to provide a view of the safe
requirements of the system.

Actors: User: could be a Requirements Engineer, Project Manager, ISA, Saf
Engineer, Safety Manager (any one of thesspatential primary actor
here)

User Goal in The User wishes to view the safety requirements.

Context:

Preconditions: | The OPENCOSS Platform has been populated with requirements
artefacts relating to the engine controller. The OPENCOSS Platforn
running, and the User is logged into the system.

Assumptions:

Mainsuccess |1. ! aSNJ aSf SOGa WwSIdANBYSyGa A

scenario: 2. System offers choice of optiogsV @A S g NI Ij dzA NBY S

NBIlj dZA NBSYSyYy (aQ

' aSNJ A4St SOiGa WOASE NBIjdzA NBYSY,
System displays contents afquirements repository, in a
searchable, filterabform.

Hw

Postconditions:

The contents of the requirements repository are displayed.

Alternative
Scenarios:

UG08.1: View Previous Requirements Informaftgaxtends Ua8:
View Safety Requirements) Ersion point: step 4

4.1 User selects a requirement or requirements

4.2 System offers a series of filters to the User

ndo | AaSNJ aStSOia WOASH KAaA(2NE(
4.4 System displays past versions of the requirement or requirement
selected.

UCO08.2: View Redgrements Added Since Previous Baseline (extends
08: View Safety Requirements) Extension point: step 4

4.1 System offers a series of filters to the User

nou | AaSNJ aStSOia WOASE ySo NBIj
4.3 System searches for requirements added sincdasiebaselined
version of the repository

4.4 System displays new requirements

UGCO08.3: View Requirements deriving from a particular Stakeholder

(extends U8: View Safety Requirements) Extension point: step 4

3 Likely filters would include: traceability information, requirements at various levels of abstraction,

requirements generated by a particular Stakeholder, requirements associated with a particular component,
requirements changed or addédA y O S

LINBOA2dza ol St AySX

but the list is not exhaustive.

4 Again, this extension Use Case can be applied at the level either of an individual requirement or a

complete repository.

S KI @S SEL
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4.1 System offers a series of filters to tdser

nou ! AaSNJ aStSOia WwWasSk NOK NBIj dzA |
4.3 System prompts for search term

4.4 User supplies name of Stakeholder

4.3 System searches for requirements owned by Stakeholder

4.4 System displays requirements

UCO08.4: Search Requiremts (extends U€D8: View Safety
Requirements) Extension point: step 4

4.1 System offers a series of filters to the User

nou | aAaSNJ aSt SOia WwWasSkNOK NBIj dzA |
4.3 System prompts for search term

4.4 User supplies search term

4.5 System prompts as tehich attribute of the requirement should be
aSIENODKSR O0YIFAY GSEGTZ 26y SN X0
4.6 System searches for requirements containing the search term in
relevant field.

4.7 System displays requirements

Exceptions: 4.1 Requirements artefact not found. An error reage is displayed.
Return to main view.

UC09: Update Requirements Artefact (extends-QUCEdit Document)

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vehicle. The
Requirements Engineer wishes to update a requirements artefact st

in the repository?

Actors: Requirements Engineer (primary)
User Goal in The Requirements Engineer wishes to edit requirements stored in th
Context: repository (probably in responde a change request)

Preconditions: | The OPENCOSS Platform has been populated with requirements
artefacts relating to the engine controller. The OPENCOSS Platforn
running, and the Requirements Engineer is logged into the system.

Assumptions: 1. Onlycertain classes of user are entitled to make changes to
requirements artefacts. The Requirements Engineer is such a user.
2. Requirements are stored in the repository in an editable form until
they are baselined.

3. Within the OPENCOSS framework, it mapécessary for Argument
Developers to request revisions/updates to the requirements. This
should be achieved via a formal change request process, rather thar
permitting the Argument Developer to update the requirements direc

Mainsuccess | 1. wSIljdZANBSYSy Ga 9y 3IAYSSNI aSt SO0 a

scenario 2. System offers choice of options? @A Sé NIBIj dzA NBY S
NBIjdzA NBYSyiaQ

3. wSIdZANBYSyGa 9yaAySSNI aSt SO0 a

S This is likely to be g@fied at the level of individual statements or groups of statements, rather than a
complete update of the safety requirements repository. Again, though, that is an implementation decision.
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4. System displays contents of requirements repository, in a writeal
form.

5. SYystem locks saved version of the requirements, to prevent chan
by another user

6. Requirements Engineer makes changes to the relevant
requirements.

7. System offers a choice of save optiggiwa | S OK I y 3§
oFasStAySQ

8. wSIdZANBYSyiGa 9y530OKIIYNSHD SOG4

9. System saves the changes to the requirements, but does not
baseline the requirements.

10. System unlocks saved version of the requirements.

11. System propagates changes in traceability information throughoy
the requirements, specification and evidenaeefacts.

Postconditions:

The requirements are updated, but the baseline remains the same.
or changed requirements since the previous baseline remain writeab
No changes have been made to version control information.

Alternative
Scenarios:

UseCase U@9.1 Save Requirements Baseline (extend®®Opdate
Requirements Artefact) Extension point: step 7

TOM WS dZANBYSydia 9y3IAYSSNI aSft S¢
8.1 System saves the changes to the requirements.
8.2 System makes all requirements added or gfeehsince the previous
oFaStAyS WdzygNAGSIFOof SQ

8.3 System saves requirements repository, adding configuration con
data (date, time, baseline)

Exceptions:

4.1 Requirements repository already open for editing by another use
An error message is digyyed. Return to main view.

4.2 Requirements not found. An error message is displayed. Return
step 1.

9.1 Save fails. An error message is displayed. Return to step 7.
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Figure20: Requirements Used3es Diagram

UG10: Develop Certification Argument

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vehicle. At the
beginning of the project, the Argument Developerishes to use the
OPENCOSS Platform to develop a safety argument for the engine
controller. The Platform contains an Argument Editor to facilitate this

Actors: Argument Developer (primary)
User Goal in The Argument Developer wishes to begin depeig a safety argument
Context: for the engine controller.

Preconditions: | The OPENCOSS Platform has been populated with some Safety

6 The Argument Developer is likely to be a Safety Engineer wijtbnsibility for developing the safety
argument. For a project of this size, one engineer is likely to have primary responsibility for this activity,
though in larger or distributed projects there may be several engineers involved.
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Requirements, specifications and evidence artefacts relating to the

engine controller’! The OPENCOSS Platform is running, andvegu
Developer is logged into the system.

Assumptions: 1. A safety argument provides a traceable linkage between safety
requirements and other requirements and design artefacts at differer
levels of detail and evidence artefacts,

2. Only certain classed user are entitled to establish and edit the safe
argument. The Argument Developer is such a user.

3. The system includes an argument editor tool to allow direct
development of a safety argument.

4. The argument references requirements, specificatiamd
development artefacts, but does not incorporate them

5. The system provides for manual traceability linkage between artef]
of various kinds, and this linkage is at a meaningful level of granulari
(i.e. traceability between individual requiremestiatements at different
levels, to specifications of individual functions or behaviours of
components or subsystems, to the relevant section or subsection of
evidence artefact.

Mainsuccess | 1. ! NHdzYSy i 5S@St2LISNJ aSft SOia w!
scenario: 2. Systenoffers a choice of options W@A Sg | NBdzY Sy (¢
F NBdzZYSy i Q> WSRAG | NBdzYSyiQ
| NBdzySyid 5S@Sf2LISNJ aSt SOia wy
System opens argument editor.

Argument Developer develops argument.

In the course of developing the argument, Argument Developer
creates traceability matrix for requirements, specifications,
standards, and evidence artefacts referred to in the argument an
stores it in his local workspace.

7. System offers options to save as draft or as baselined version (U
Case U@1).

'aSNJ aStRNOFal Qwal @S

System saves argument, adding configuration information (date,
GAYSO FYR YIENJAYy3 R20dzyYSyd | &
that only the Argument Developer can edit this document.

10. User uploads traceability matrix (Use CaseQdL

o gk w

© ®©

Postcondtions: | A draft safety argument is saved on the Platform, for future refineme
by the Argument Developer.

Alternative
Scenarios:

Exceptions: 9.1 Save fails. An error message is displayed. Return to step 7.

UC11: View Certification Argument

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vehicle. A

7 Even though work orhe development of the safety argument begins early in the development process, it
Ad OSNE dzyft A1Steée (GKIG RS@St 2 LIS ile @crring k $ie dbdeBRcdzY Sy (
of safety requirements or evidence artefacts.
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certification argument for the engine controller is being developed in
OPENCOSS Platform. One of several Stalexlsoldshes to view the
certification argument.

Actors: User: could be Argument Developer, Safety Manager, Safety Engine
Project Manager, ISA (all primary)

User Goal in The User wishes to examine the current certification argument.

Context:

Precondiions: The OPENCOSS Platform has been populated a (partial) certificatiot
argument, which is under configuration control. The OPENCOSS Plg
is running, and the User is logged into the system.

Assumptions: 1. The argument editor tool is capable of oy®y a stored certification

argument in a reagbnly format.

Main success
scenario:

1. ' aSNJ aSt SOla W! NBdzySyiQ @ASs

2. System offers a choice of optiogs? @A S ¢ | NBdzY Sy (i ¢
I NBdzYSy i Q= WSRAG | NBdzYSyiQ
'aSN) aSt SO0la WOASHE I NBdzYSyidQ
System displays index of aladile files.

System displays relevant file in a reaily format.

Postconditions:

3
4,
5. User selects relevant file
6.
A

readonly version of the certification argument is displayed.

Alternative
Scenarios:

Exceptions:

5.1 File not found. An error message ispliayed. Return to step 2.

UG12: View Evidence ArtefdtAssociated with Certification Argument (extends-LIC
View Certification Argument)

Context:

The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped caventional automotive vehicle. A
certification argument for the engine controller is being developed in
OPENCOSS Platform. One of several Stakeholders is currently viey
the argument and wishes to examine an evidence artefact associate
with a paricular claim made in the argument.

Actors:

User: could be Argument Developer, Safety Manager, Safety Engine
Project Manager, ISA (all primary)

User Goal in
Context:

The User wishes to examine the evidence associated with a particulg
claim in the curent certification argument.

Preconditions:

The OPENCOSS Platform has been populated a (partial) certificatior
argument, which is under configuration control. Some requirements
evidence artefacts and specifications are also stored in the system,
though there is no expectation that all of the artefacts referred to in th
current version of the argument are actually present in the system ye
The OPENCOSS Platform is running, and the User is logged into thg
system.

Assumptions:

1. The argument editorobl is capable of opening a stored certification
argument in a reagnly format.

8 Note that this use case is not restricted to evidence artefacts. In principle, a User might wish to call up
any requirement, specification or evidence artefact referred to in the argument.
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Main success
scenario:

1. User selects a claim in the argument.

2. System offers a choice of optiogs? @A S &
NEIljdzZA NSYSYy i Qs W@OASSH

3. 1 ASNJ &S SRS yUZBACE &

4. System queries traceability links to recover relevant evidence
artefact.

5. System displays relevant evidence artef@ct.

Postconditions:

The evidence artefact directly relating to the argument claim is
displayed.

Alternative
Scenarios:

Exceptons:

4.1 The repository contains no evidence artefact tracing to the argun
claim. The System reports this absence. Return to display of the
argument as a whole.

UCL13: Edit Certification Argument (extends-0€ Edit Document)

Context: The OpenCormRRTOS has been selected as the RTOS to be used for engine control
newly-developed conventional automotive vehicle. A certification argument for the
engine controller is being developed in the OPENCOSS Platform. The Argument
Developer wishes to edihe certification argument.

Actors: Argument Developer (primary)

User Goal in The Argument Developer wishes to edit the existing certification argument.

Context:

Preconditions:

The OPENCOSS Platform has been populated a (partial) certification argwimehtis
under configuration control. Some requirements, evidence artefacts and specifica
are also stored in the system, though there is no expectation that all of the artefact
referred to in the current version of the argument are actually préserthe system yet
The OPENCOSS Platform is running, and the Argument Developer is logged into t
system.

Assumptions:

1. Only certain classes of user are entitled to make changes to argument artefacts
Argument Developer is such a user.

2. Arguments are stored in the argument editor tool in an editable form.

3. Within the OPENCOSS framework, it may be necessary for Argument Reviewer
Safety managers and other Stakeholders to request revisions/updates to the argun
This should be achied via a formal change request process, rather than by permitti
these Stakeholders to update the requirements directly.

4. The system includes an argument editor tool to allow direct development of a sa
argument.

5. The argument references requirents, specifications and development artefacts,
but does not incorporate them

6. The system provides for manual traceability linkage between artefacts of various
kinds, and this linkage is at a meaningful level of granularity (i.e. traceability betweg
individual requirement statements at different levels, to specifications of individual
functions or behaviours of components or subsystems, to the relevant section or
subsection of an evidence artefact.

Main success

1. ! NAdzYSy (i 5 S @S td219S5/Nioa XA W1 NH

9 deally, the traceability should be of sufficient granularity to faciitdisplay of a precisely relevant
portion of the evidence.
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scenario: 2. System offers a choice of optiog$P @A S ¢ | NBdzYSy (1 Q> Wy Sy
I NBdzYSyidQ
3. ! NHdzySyid 5S@St2LISN aSt SOta WSRAG N
4. System opens argument and displays it in argument editor tool.
5. System locks saved version of the argument, to précbanges by another user
6. Argument Developer makes changes to the relevant requirements.
7. Each time a change is made, System prompts Argument Developer to update
traceability matrix.
8. Argument Developer updates traceability matrix to reflect changes irmtgament.
9. System prompts Argument Developerto sga I S OKI y3SaQx
10.! NBHdzYSy &G 5S@St2LISN) aSt SOda wal gS OK
11. System saves the changes to the argument.
12. System unlocks saved version of the argument.
13. System propagates changes in traceability informatiooughout the
requirements, specification and evidence artefacts.
Post Changes to the argument are saved, and the argument is available for viewing and
conditions: editing by other users. Updates to traceability links have been propagated through
relevant parts of the stored information.
Alternative UC1301 Add Traceability Information (extends UC13: Edit Certification Argument):
Scenarios: 1.1 Argument Developer receives a change request from a Requirements Enginee
Safety Manager or Safety Eng@r requesting a manual addition of traceability
information relating a requirements or evidence artefact to one or more claim(s) in
argument.
8.1 Argument Developer updates traceability matrix to reflect new traceability
information.
Exceptions: 4.1 Exsting argument is not found. System displays an error message. Returnto s

11.1 Changes are not saved. An error message is displayed. Return to step 9.
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Argument Developer

Safety Manager

Safety Engineer

Develop
Certification Argument

View Certification

Project Manager
Argument

«extends»

iew Evidence Associated

with Certification
Argument

ISA

Edit Certification
Argument
X

«extends»

Add Traceability
Information

OPENCOSS Platform

Figure21:Argument Use Cases Diagram

UG14: Upload Evidence (extends‘0C Upload Document)

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vehicle. The
OPENCOSS platform is being used to manage certifigaticesses and
artefacts.

Actors: Safety Engineer (primary)

User Goal in A Safety Engineer wishes to upload an evidence artefact to the Platf

Context: and to associate traceability information with that artefact.

Preconditions:

The OPENCOSS Rigti is running, and the Safety Engineer is logged
into the system.

Assumptions:

1. Only certain classes of user are entitled to upload evidence artefa
The Safety Engineer is such a user.

2. All evidence artefacts are maintained under configuratiomtiol.

od ¢KS SHARSYOS INISTIFOG SEA&AG;
workspace

Main success
scenario:

1. {FFSie 9y3IAYySSNI aStSOia WIODAR
2. System offers choice of optiogsV @A Ss SOBARSYy OS>
3.{IF¥She 9yIAYySESNEABRSYOEQ WdzLIR |
4. System offers choice of options?F RR yS¢ SPARSY

WdzLIRIF GS SEA&alGAY3a SOARSYOS | NI
5. {FFSdeé 9y3IAySSNI asStSOia WwIFRR
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o

System presents index of local files

7. User selects relevant file for upload

8. System uploadsaquirement, adding configuration control
information (date, time, version)

9. System displays index view to confirm upload.

10. System prompts Safety Engineer to edit traceability information f
the artefact.

11. The Safety Engineer provides manual traceabilitysliokassociated

evidence artefacts and issues a change request for changes to

traceability links to associated claims in the certification argumen

be provided by the Argument Developer.

Postconditions: | The evidence artefact is stored on the Platfounder version control.
Traceability links to associated artefacts have been requested.

Alternative
Scenarios:

Exceptions: 7.1 Artefact not found. An error message is displayed. Return to stef
8.1 Upload fails. An error message is displayed. rRébustep 4.

UG15: View Evidence Artefact (extends-0& View Document)

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vehicle. A Use|
wishes to use the OPENCOSH&m to provide a view of the evidence

artefacts relating to the control systerf?

Actors: User: could be a Requirements Engineer, Project Manager, ISA, Saf
Engineer, Safety Manager (any one of these is potential primary actq
here)

User Goal in The User wishes to view an evidence artefact.

Cortext:

Preconditions: | The OPENCOSS Platform has been populated with evidence artefaq
relating to the engine controller. The OPENCOSS Platform is runnin
and the User is logged into the system.

Assumptions 1. The OPENCOSS Platform facilitates the view of evidence artefac
read-only format.

Mainsuccess |1. ! aSNJ aSf SOGa W9OARSYOS *AS4Q
scenario: 2. System offers choice of optionsV A S SOARSYOS
SOARSYOS I NISTIOGQ

''aSN) aSt SONGS WONIESHT ISR S

System displays index of relevant artefacts

Use selects required evidence artefact

System displays evidence artefact

ook w

Postconditions: | The evidence artefact is displayed.

Alternative
Scenarios:

10 Note that this use case differs from Wg. There may be occasions when a Safety Engineer or Safety
manager wishes to view the whole of a particular evidence artefact, rather than only thenpair it
directly traced to an argument claim, or even the totality of the evidence.
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Exceptions:

5.1 Evidence artefact not fodn An error message is displayed. Return

main view.

UG16: Update Evidence Artefact (extends-Q€Edit Document)

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
control in a newlydeveloped conventional automotive vele. The
Safety Engineer wishes to update an evidence artefact stored in the
repository.

Actors: Safety Engineer (primary)

User Goal in The Safety Engineer wishes to edit an evidence artefact stored in thg¢

Context: repository, and to update associatedhteability information.

Preconditions: | The OPENCOSS Platform has been populated with evidence artefaqg
relating to the engine controller. The OPENCOSS Platform is runnin
and the Safety Engineer is logged into the system.

Assumptions: 1. Only certai classes of user are entitled to make changes to

requirements artefacts. The Safety Engineer is such a user.

2. Evidence artefacts are stored in the repository in an editable form
until they are baselined. Where this is not the case;18Q: Replace
Evidence Artefact is likely to be called.

Main success
scenario:

1. {FFShGe 9y3aAYySSNI asSt Séljé W9 AR

2. System offers choice of optiogsV @A Ss SOARSYy OS>

3. {IF¥Sde 9yaAYSSNI asSt Séljé WdzLJR |

4. System offers choice of optiogs?+ RRSPERSY OS I N|
WdzZLJRF 6S SEA&GAY3 SOARSYyOS | NI

5. {F FSGeé 9y3aAySSN) asSftSOla WdzLRI

6. System presents index of local files

7. User selects relevant file

8. System displays relevant file.

9. System locks saved version of the evidence artetagbrevent

changes by another user

10. Safety Engineer makes changes to the evidence artefact

11. System offers save optionWa I @S OKI y3SaQ

12{ 1 FSGe& 9y3aIAYSSN) aStSOota wal @S

13. System saves the changes to the evidence artefact.

14. System unlocks saved versidftle evidence artefact.

15. System propagates changes in traceability information to the
argument.

Postconditions:

The evidence artefact is updated, and traceability information relating
the changes is propagated through associated argument and eviden
artefacts.

Alternative
Scenarios:

Use Case U06.1 Replace Evidence Artefact (extendsl8CUpdate
Evidence Artefact) extension point: step 4

4.1 System offers choice of optiog$¥ | RR ySé SOARSY
WdzLIRH S SEAalAy3 SBERSYDEI 8BS
podm { I FSGe& 9y3IAAYSSNI aStSO0Ga WNJ
6.1 System presents index of existing files

6.2 Safety Engineer selects file for replacement

6.3 System archives existing file, with version information

6.4 Use @se UCL4: Upload Evidence.
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Exceptions: 7.1 Evidence artefact already open for editing by another user. An ¢
message is displayed. Return to main view.

7.2 Requirements not found. An error message is displayed. Return
step 1.

13.1 Save fails. Aerror message is displayed. Return to step 7.

Upload Evidence

View Evidence
Artefact

) Project Manager
Safety Engineer

Update Evidence
Artefact
\Z

«extends»

Replace Evidence
Artefact

ISA
Requirements Engineer

Safety Manager

OPENCOSS Platform

Figure22:Evidence Use Cases Diagram

UG17: View traceability?

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
contral in a newlydeveloped conventional automotive vehicle. The
OPENCOSS Platform has been propagated with evidence artefacts,
requirements artefacts, specifications and argument artefacts.
Traceability links have been establishes between these artefacts.

Actors: User: could be a Requirements Engineer, Project Manager, ISA, Saf
Engineer, Safety Manager (any one of these is potential primary actq

11 Traceability links have already been established manually in Use Ca$6sad€UC13.01, and changes
propagated automatically in Use Cases18C There is theref@ no need to include separate use cases for
the creation and propagation of traceability information here.
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here)
User Goal in The User wishes to view eftd-end traceability associated with a
Context: particular requirement artefact!2

Preconditions: | The OPENCOSS Platform is running, and the User is logged into thg
system. The System is currently displaying the requirements artefact
with which the User is concerned.

Assumptions: 1. The OPENCOSS Platform incladeeability links which can be
navigated across different tools to provide an eodend view.

Main success
scenario:

{@3GSY LINBaSyida I WxASs ¢NIF OS
' aSNJ A4St SOGa WeENrOStroAftAGEQ T
System queries traceability links

System displays traability links associated with requirements
artefact, including links to related requirements artefacts, argume
elements, specifications and evidence artefacts.

PR

Postconditions: | An endto-end view of traceability information is displayed.

Alternative 3.1 System finds a break in the traceability chain.

Scenarios: 3.2 System displays what traceability links exist, and highlights broke
linkages

Exceptions:

12 This use case could also be applied in a scenario in which the User wishes to view traceability information
associated with a particular argumeniagn or other argument element.
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UG18: View Change Impact in Argument

Context: The OpenCom RTOS has been selected as the ®T@ used for engin
control in a newlydeveloped conventional automotive vehicle. The
OPENCOSS Platform has been propagated with evidence artefacts,
requirements artefacts, specifications and argument artefacts.
Traceability links have been estabbstbetween these artefacts. A

change has recently been made to an evidence artefact.

Actors: User: Argument Developer, Safety Manager, Safety Engineer, ISA (4
these could be primary actor here)

User Goal in The User wishes to view thé&dily impact on the argument of changes

Context: made to the evidence artefact

Preconditions: | The OPENCOSS Platform has been propagated with evidence artefq
requirements artefacts, specifications and argument artefacts relatin
engine control. Traceabilitinks exist between these artefacts. A
change to an evidence artefact has taken place and traceability
information updated throughout the System. The OPENCOSS Platfg
running, and the User is logged into the system.

Assumptions: 1. Traceability link exist between individual requirements claims and
evidence items associated with them.

2. The certification argument is presented in the argument editor in §
a way that relationships between claims are clear to the User.

Main success | 1. Usersé SOt a W! NHdzYSyiQ OASgd
scenario: 2. System offers choice of optiogd WA A S ¢ | NHdzY Sy (i ¢
WSRAG | NHdzYSydiQsx WFaasSaa OKI y3s
od ! aSNJ asStSOia wWraasSaa OKIFy3aSy
4. System interrogates traceability information for recent updates.

5. System associates updateith argument elements associated with
changed evidence artefact.

6. System displays argument, highlighting argument elements impac
by the change

TP {2a0SY AYOGSNNRIIGSa | NBHdzY&y i
argument elements linked to thosafected by the evidence change
yd {2adGSY RAaALI @& WadzalLlSOaG f A\
Postconditions: | The argument is displayed in the argument editor, with affected
elements and suspect links highlighted.

Alternative Use Case UT8.1: Viev Impact of Potential Chang®in Argument
Scenarios: 4.1 System prompts user to highlight evidence artefact subject to
potential change

4.2 user highlights evidence artefact under consideration

4.3 System interrogates traceability information to recover details of
associated argument elements.

Then to step 5.

Exceptions:

13This Use Case is applicable to any changes made to argument elements, requirements artefacts,
specifications or evidence artefacts, since changes in any or all of these entail a need to review the
argument to ensure that still holds.

14 This Use Case allows a user to query the system as to the effect a potential change will have on the
argument, without the change having actually been enacted. Actual changes are covered in the main
success scenario of 8.
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UG19: Generate DocumentatiokP

Context: The OpenCom RTOS has been selected as the RTOS to be used fo
engine control in a newlgeveloped conventional automotive vehicle.
The OPENCGS®latform has been propagated with evidence artefact
requirements artefacts, specifications and argument artefacts.
Traceability links have been establishes between these artefacts.
Actors: User: Argument Developer, Safety Manager, Safety Engirg&®i(any of
these could be primary actor here)

User Goal in Context; The User wishes to generate a document containing evidence store
the OPENCOSS Platform. Company Standards exist, which manda
structure of certification documentation.

Precomlitions: The OPENCOSS Platform has been propagated with evidence artef
requirements artefacts, specifications and argument artefacts relatin
engine control. Traceability links exist between these artefacts. The
OPENCOSS Platform also has infoionaabout target certification
domains, which include templates for certification documents. The
OPENCOSS Platform is running, and the User is logged into the sys
Assumptions: 1. A system is certified against a defined series of standards, compa
standards etc.. The process requirements from these documents wi
O2y ¥t 4GSR YR NBLNBaSyidSR a
Hd ¢KS Wil NBSG OSNIAFAOIGAZY R
certification documents which can be instantiated by Bystem.

1. ' ASNJ aStSOla WwW520dzyYSyidldAazy L

2. System prompts User to select relevant target certification doma

3. User selects target certification domain.

4. System displays list of documents required for certification within

the target certification domain.

System prompts User to choose required document.

User selects required document.

7. System applies relevant template and populates document with

required information from the repository

System displays document in writableruat

9. System presents optionsto UseWSRA G R2 OdzY Sy (i ¢
R20dzySy G4 Qs Wwalk @S R20dzySydQs

10. ! aSNJ aSft SO0Ga WSRAG R20dzySyidQ

11. User edits document

12. System prompts User to save changes to document

13. User chooses to save changes

14. System saves document, addingtalls of date, time and version
number

15. System presents optionsto UsesW SEA 1 QX WLINA vy (i

16.) aSNJ aSt SO0a WLINARY(d R2O0dzyYSyi(

17. System prints document

Postconditions: The document has been generated according to the appropriate

template, and has been gad under configuration control. The

Main success
scenario:

oo

oo

15This Us&Case can be specialized to capture requirements to generate a number of different types of
document, each fitting a standardized template. Possible documents include Safety Case, Repository Dump,
¢Sald wSLRNIXZ ! NBdzYSy iz wSLIRaArAG2NER | Aad2Ne X
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document has been printed.

Alternative Scenarios| mn ®ml ! aSNJ St SOGa wal @S R2 Odzy
Go to step 14

Mnodmo | ASNJ asStSOia WLINAy(d R2O0dz
10.2b System saves document, adding details of date, time and verg
number

10.3bSystem prints document

MmanedmO ! AaSNJ asSt SO0Ga WSEAGQ

10.2c System saves document, adding details of date, time and ver
number

10.3c System returns to main view

6.1 User elects to generate multiple documents (including complete
repository dump)

Exceptbns: 6.1 Document template not found. An error message is displayed.

View Tracaeability
—
Requirements Enginesy
View Change Impact
in Argument
le

View Impact of
Potential Change in Argument

> A

Safety Engineer

>

Safety Manager

Project Manager

i \
ISA

Figure23:Traceability, Change Management and Documentation Use Cases Diagram

Generate
Documentation

OPENCOSS Platform

11.3.4Additional Use Cases arising from situations in wihithe OpenComRTOS is
reused in a similar system in the same domain

In this section, we detail use cases relating to a scenario in which the OpenCom RTOS is reused in a similar
system in the same domain. In practice, this could be a ndexgloped prodat or an updated version or

mark within the same product line as that in which the RTOS was originally used. [For the sake of
argument, let us consider a case stupgerived from [2, page 29], in which the OpenCom RTOS has
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proved valuable in the convewtnal automotive vehicle and is to be reused in a rgeteration electric

Ol NI ¢KS St SO0 NFoPs AONINI AGA B2 oTSdzFidE f @2 VIRNBVIASS R 0 @
O2YLRYySydav FyR gAff KIFI@S &l RA A& Iwhrégfar8dh viigels SN | y
power and control is combined with active suspension control, stability;@aftiA LI O2y i NBf | YR X
page 29]. There are many potential hazards in this system: components may fail completely or

intermittently ¢ wires may beak, sensors fail, memory problems arise, processors fail [2, page 29]. Itis

not reasonable to assume that all of the resources on which the RTOS (and other subsystems) relies will be
available in all operational situations: the design must provide madadich the system can remain

operational¢ and safeg even when degraded [2, page 29]. This might, for example, mean the use of

Ydzft GALIX S NBRdzyRIyili ad@aRA0RYaAI2NI | A9 YYRBNES WK @it

This kind of component reuse hasS @3S N> £ A Y LI AOF GA2y & FT2NJ ht 9b/ h{{Qa
certification evidence and argument artefacts. As described above, the OpenCom RTOS has some
verification evidence available, since there is a formal verification the RTOS. Tdases®utlined in the

previous section also imply the creation of further evidence artefacts, specific to the context of the original
conventional automotive system. The use cases provide for the upload of this evidence and its

incorporation in the safetargument.

Ideally, in addition to reusing the RTOS component in the electric car, we would like to reuse the

certification argument and evidence. In order to do so, there is a need to examine the argument and
evidence against the requirements of the tcation standards relating to the new vehicle, which are

likely to essentially be the same certification standards as pertained with the original system, possibly with
the addition of extra requirements to accommodate novel technologies. In additiersafety

requirements of the original system (against which the evidence has been developed) are likely to differ
from those of the new system, which entails an interrogation of the coverage provided by the existing
evidence and therefore the role it parms in the argument there may, for example, be limitations on

GKS OflFAYa GKFdG Oly 0SS adzlJlI2 NI SR 08bydKSBEORBEAYKAY
entails interactions between different subsystems and components from those in theariagsigr; and

the degree of criticality of the interactions may have altered. The modularized certification argument
YySSRa G2 GF{1S 002dzyli 2F (GKSa$S OKIy3Sa Ay (GKS weh
configurationsg full-up or degraded modgand, crucially, the periods of transfer between modes.

It is intended that the OPENCOSS Platform will be able to support this reconsideration of the safety
requirements, evidence and certification argument, though it should be stressed that it cantwnheent

0KS WONIAY 62N] Q NBIdZANBR 2F GKS Sy3aIaAySSNE Ay NBO
the previous section, however, are likely to be deployed in this certification scenario: the automated
traceability management and changmpact use cases will help the safety manager in reviewing the areas
of the argument where further evidence may be required to support the certification claim. They will also
assist him in the assessment of the argument in terms of ecos1g claims made At this point, we

envisage the OpenCom RTOS certification argument being incorporated into a modular certification
argument for the wider electric car system. The modular certification work in OPENCOSS will specify how
interfaces between argument modks must be specified in terms of the dependencies between them, and
the Argument Views described above will present views of the dependencies between argument modules.

No new use cases are actually presented here, since it is envisaged that all afettdication work
within a single domain is covered in the use cases described in the previous section.
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11.3.5Additional Use Cases arising from situations in which the OpenComRTOS is
reused in a system in another domain

In this section, we consider the ntazhallenging of the reuse scenarios envisaged by the OPENCOSS
project: reuse of a component, with associated evidence and argumentation artefacts, across safety
critical domains. Let us consider a situation where the OpenCom RTOS is selected forausefasp
Integrated Modular Avionics (IMA) system which provides control functions to a large passenger aircraft
which operates in the European civil airspace.

In fact the design, safety and certification concerns that pertain in this reuse contex¢rsimnilar to

those described in the previous section. There is, however, one crucial new aspect to consider. Reuse of a
component within a single domain will imply recertification to the same basic standards, as well as, in the
case of novel technologs¢ such as the electric vehicléo additional requirements extending the same
standards. Crosdomain reuse requires consideration of the differing requirements of very different
standards, with sometimes very different certification and process requénts, different standards of

evidence and proof, different responsibilities and roles for particular evidence items, different evidence
formats and so on. Although the basic use cases defined above provide an essential basis for this, there is
a need br translation between the language and requirements of the standards across domains to assist
safety managers in assessing the equivalence of the arguments made and the nature of further evidence
and support required. As before, the OPENCOSS Platforsuppart in the reconsideration of arguments

and evidence required to support this reuse, though it must be stressed that it cannot automate it
completely.

A new use case is presented in this section, to assist in review of the certification argum#ris paint,

we envisage the OpenCom RTOS certification argument being incorporated into a modular certification
argument for the IMA system. The modular certification work in OPENCOSS will specify how interfaces
between argument modules must be specifiaderms of the dependencies between them. The CCL will
provide a means for assessing the equivalence, or otherwise, of certification claims made across differing
standards and domains. The tools implementing these technologies within the OPENCQS88 Wiktf
AYRAOIFIGS 6KSNBE WRANBOG OdNryatlradAz2yQ 2F OSNIAFAOL
the argument may be required. In addition, it will highlight areas of the argumgrgically, claims,
evidence assertions, interfacestiveen argument modules etgcwhich may need to be redefined in the
new context. Use Case 20: View Areas of Concern in Argument is presented here at ehiginfevelq
implementation decisions (or even decisions on the feasibility of implementatia)atill be made as the
theoretical work in the project progresses.

UG20: View Areas of Concern in Argument

Context: The OpenCom RTOS has been selected as the RTOS to be used for pow
wheel control in an IMA system which provides control funedito a large
passenger aircraft which operates in the European civil airspace. The
OPENCOSS Platform has already been propagated with evidence artefac
requirements artefacts, specifications and argument artefacts relating to th
original context of us for the RTO&in the power and wheel control system
for a nextgeneration electric car. Traceability links have been established
between these artefacts. Safety and certification requirements artefacts
relating to the new system have been uploadede Bm of this use case is to
regenerate the certification argument, highlighting areas which are likely tc
need reexamination in the light of the new context.

Actors: User: Argument Developer, Safety Manager, Safety Engineer, ISA (any of
could be pimary actor here)
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User Goal in Context: The User wishes to view the safety argument with areas of concern
highlighted, so that he can assess what work is needed to support the
certification claims more robustly, to assess the likely impact of chandhs ir
OpenCom argument module on the argument relating to other subsystem;
components and on crossutting concerns in the argument.

Preconditions: The OPENCOSS Platform has been propagated with evidence artefacts,
requirements artefacts, specificatisrand argument artefacts relating to
engine control in the original context of use. Traceability links exist betweg
these artefacts. Safety and certification requirements artefacts relating to
new system have been uploaded. The OPENCOSS Platfarmiigyy and the
User is logged into the system.

Assumptions: 1. Traceability links exist between individual requirements claims and evid
items associated with them.

2. The certification argument is presented in the argument editor in such a
that relationships between claims are clear to the User.

3. The OpenCom RTOS argument module has defined interfaces with oth
argument modules, which provide details of the dependencies between th
4. The CCL has been populated with information facilitatiggeaying of
equivalence between claims in standards in both the original and new con

Main success scenario: | 2. | aSNJ 4Sf SOGa W! NHBdzYSyiQ @ASgo
3. {eaisSYy 2FTFFSNB OK2AO0S 2F 2LJiAz2ya
4. ' ASNJ a8t SOiGa WaNryatlkdS | NBdzySy
5. Systemoffeh OK2AOS 2F 2LJiA2ya F2N w2
Wi NBSG OSNIGhTLAGI2iyAE2 F INBR 200 My Q >
6. 0 AaSNJ aStSOGa WHdzi2zY20A0SQ & 2N
domain.

7. System offers list of standards for origl domain and target domain, and

prompts user to select the relevant onés.

User selects relevant standards.

9. System assesses which safety requirements and evidence assertions
directly translatable, and interrogates traceability links to establish whe
GKS | NHdzYSyid YI& 06S WoNR{SyQo®

10.{ eaGSY aasSaasSa AYLIOGa 2F WRIY
argument interfaces, within the OpenCom argument module.

11.{ 8aGSY RAaLX I &a OASg 2F | NBdzYSy
untranslatable requirements and evidee assertions, suspect links and
suspect module interface elements.

oo

Postconditions: The target domain argument is displayed in the argument editor, with
untranslatable requirements and evidence assertions, broken links and su
module highlighted.

6)tisconceivo t S GKIG ¢S YlIée KIFI@S G2 O2yaARSNI WiNlvyatl i
¢ We have chosen to focus on individual standards here, for clarity, but this should be considered in the
requirements for the CCL/GExditor.
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11.3.6Requirements Issues Arising from the Use Cases Above

There are some issues which will need to be addressed in the requirements for the OPENCOSS Platform
which have been touched on, but not adequately captured, in the use case descriptions and footnotes
above. It is worth noting them here.

Obviously, there is requirement need for etaend traceability between artefacts stored in the

OPENCOSS Platform. This needs to be at a sufficient level of granularity to allow traceability between an
individual afety requirement statement and other individual requirements, between individual
requirements and specifications of subfunction or componaeghaviourat a level of detail sufficient to

capture individual functions, between individual requirements amtividual argument elements (claims,
assumptions, contextual elements and evidence references), and between individual argument elements
and evidence artefacts at a sufficient level of detail to cover the detail of the claim made in the evidence
assertion. The highlevel use cases stated earlier do not capture this requirement fully, so it has been
stated fully here.

The certification arguments stored in the OPENCOSS Platform will need to address a variety of system
O2y TAAdzNI A2y as idndde@QadgiDperativgaenoiies. firkpartic@dr, thére is a need to
consider the implications of dynamic reconfiguration of the system in operatian how the safety of the
system in transition between operational modes (particularly transition to aatégl mode) can be
assured. This is an open research question, witfaching implications. It should be given due
consideration in the modular certification work.

C2NJ Of F NRGezx (GKS RA&aOdzaaAaz2y NBf I ( Acyoss daninsinkn® Wi NI y
preceding two sections focusses on single standards. We need to be aware that it is concaivadsbel,

more likelycG KI & ¢S gAft ySSR (2 O2yaARSNI WaGNlyatldiazyQ
The CCL may need to cafes specialida y 3 | WOSNIATFTAOI GA2zy O2yUSEGQ F2N
standardlevel translation.
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12 Appendix:Validation scenario (Higlevel scenario)

12.1 Introduction

This appendix describes tihegh-levelscenario that is used to validate the use cased thehigh-level
requirements.

Automotive, Railway, and Avionics are combined in the scenarios below. Note tHaigthievel
requirements are here represented by the use case diagram ovals. The number in the use case titles refers
actually to thehigh-levelrequirements as defined in D2.2.

12.2 Users

In Figure24there is an overview depicted of the (applicatidomain independent) users involved in the
future OPENCOSS platform, when dealing with an assessment.

Users Stakeholders
(excluding users)

User (U1) ’D Interfacing q European Standards European
Commission Organisation Safety

Tool (T2)
(E3) (S2) Authority (E4)
Development- 4 I> Assessment
Tool (T3) Tool (T7)
Safety Case

Test Tool (TA) Argumentauon
Tou\ (T6)
Engineer (E2)

A

Developer /
Tester (D1)

Management National Manufacturer National
Tool (T5) Government  Company (M1) Safety
(G1) Authority (N3)

I
LAXEE | AXARZ

Administrator Safety Argument Safety Safety Consumer Assessor Tool Provider ~ Manufacturer Manufacturer
(A2) (Project) Developer Engineer (E1)  Assessor (S1) (C1) Company (A3) Company (T1) of Safety of Safety
Manager (P1) (A1) Critical Critical

Components System (M3)

(M2)

Figure24: Overview of the user's hierarchy

12.3  Context: system assessment in 2021

In order to give a more lively background to the scenarios at hand and to aim for a better elicitation of

missing requirements, there is a separate system for eaglicgtion domain. Summarizing, the
automotive domain has the-earPark, the railway domain uses thaleunt system, and the avionics the e

taxi. This provides the context of the scenario.

Note that the main goal of these scenarios is NOT to describerteese actual situation in each of the
application domains, but to check whether the requirements are complete. It may be the case that the
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example system does not reflect reality. This is not harmful. It should approach the measure of complexity
of real ystems in order to capture the maturity of theégh-levelrequirements.

Thehighlevelscenario is set in the future, around 2021. A system will be built and needs to be assessed.
The company that is building it, is IntelliTransport, a global companyawitimber of daughter companies
in the specific transport domains: IntelliCar, IntelliTrain, IntelliPlane.

IntelliTransport, including all its daughter companies, is a mature CMMI level 5 organization. It has
developed the systems using a powerful and mgeurce fully integrated systeghevelopment tool chain,

called OISLC (Open Integrated System Life Cycle). The tool chain includes all tools supporting requirements,
design and testing at system level, hardware level and software level.

The OISLC halsa tool supporting project management, configuration management, quality assurance
and a nice process assistant that drives the team into a concert of activities along the life cycle,
orchestrated by a manager, ensuring proper process execution in thieaiiger and with no omissions.
Moreover, IntelliTransport made use of a reference standard architecture and a large number of building
blocks both hardware and software.

12.3.1Automotive: e-carPark

LYyGSttA/ N KIa LINERdAzZOSR keatylSNA| € duliy22YiR G20 So -SF SO 2hyd#NdBa
carPark system developed during the OPENCOSS project). Essentially you drive your car to a desired
destination, get out from the car and, through a mobile phone button, the car proceed autonomously to

find safely the asest authorized parking area. If necessary the car will also autonomously refuel. At any
GAYS tFGSNE G &2dzNJ) O2y@SyASyOSs @&2dz aNBOFtftée GKS
(humanto-car rendezvous).

The company IntelliCar hagveloped the hardware and software system to implement theagPark

concept. This system may introduce huge hazards to humans as it also imposes a big economic risk in a
GNBOFffe¢ Ay OFaS 2F (SOKYyAOFf LINRofSYaod

The company needs to demonstrate thatarPark is ISO 26262 compliant and this standard has been fully

and adequately applied by IntelliCar in the system.

Note that the industrial case of D2.1, described in annex D2.1a, can form a suitable context as well.

12.3.ZRailway: eshunt

IntelliTrainhas prR dzOSR | Yy Sg NI A f-30K dy (FeSd G02NBS YOI A 1 (STRE GiSK S 2
indicate the desired destination for the train, including the destination of each rolling stock item connected

to the locomotive. The driver gets out and the train proce@ditonomously to find safely the destinations

of all rolling stock item connected to it in the yard, including its own destination. The system can also be
used to call upon locomotives and collect rolling stock items from a yard.

The company IntelliTrainas developed the hardware and software system to implement tshunt
concept. This system may introduce huge hazards to humans as it also imposes a big economic risk in case
of technical problems.

The company needs to demonstrate thasleunt is CEELEC compliant and that this standard ha .

Note that the industrial case of D2.1, described in annex D2.1b, can form a suitable context as well.
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12.3.3Avionics: etaxi

LydSttAattlyS KF& LINRRAZOSIR EI éydS d FHIBSANEG yickidpnoividae GiNdzNeGF
pilots have caused a number of collisions during taxiing, fatigued after long flights and an intense landing
procedure, IntelliPlane Essentially the pilot will indicate the desired destination gate for the plane and the
plane will automatially taxi the plane to this gate. Research has indicated that a lot of accidents

The company IntelliTrain has developed the hardware and software system to implementakie e
concept. This system may introduce huge hazards to humans as it also imgmgescanomic risk in case
of technical problems.

The company needs to demonstrate thaslkunt is D@ compliant.

Note that the industrial case of D2.1, described in annex D2.1c, can form a suitable context as well.

12.4  Setting up the assessment

From nowon, we call the system at hand, thesgstem. For automotive this is thecarPark system, for
railway, it will be eshunt system, and avionics, theaxi.

When the system is starting to be developedspecially when no similar system has been devesdopy

this company yet a number of things need to be made clear. This does not have to include a full tailoring
of the standards requirements to the products safety requirements. Given the context, the nature of the
system, its goals etc. a first stepvitnat requirements should be applied or the claims that need to be
addressed can be identified by the standard. A s can help in setting up the basiEgyuBeR5.

«include»

Manage View
Types (156)

Manage Platform
Configuration (3)

Administrator
(A2)

A

Safety Case
Engineer (E2)

Manage
Understandings (7)

Support Tailoring
using
Understandings (28)

Figure25: Settingupthestandd®®R & Q & FSG& NXBIjdzZANBYSyia

Basic document management use cases are as presentédure27 These should be sedxplanatory.

Note, though, that they are very geneiathe requirements and glossary spell out potential variations
between different artefact groups (See also the taxonomy of D§.the umbrella term artefacts here
encompasses development artefacts like requirements and design and evidence artefacts like workflows,
requirements, arguments, evidence characteristichi@vever part of the evidence artefact is directly
editable by the user, in the OPENCOSS platform).
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OPENCOSS
Platform

Import Artefact
from Other Dossier
(22)

Add Artefact

Remove

«include»
) Artefact

7" «include»

Manage

Artefacts (204) /| View Artefact

«include»

Safety N\ «extend»
Engineer (E1)

Edit Artefact

Support Tailoring
using
Understandings (28)

Edit Safety
Requirements

Figure26:Document Management Use Case titles (Manufacturer)

Figure27: Safety Engineer use caseadram

Figure28a K2 ga GKS | aS /1 aSa ARSYUAFASR FT2NJ Yl ydzFl O d:
I AAPSYy a8aiSYkO2YLRYySyuo® b2GS GKFG GKS GSNY WIN
willneedtot { S 1 002dzy i 2F (GKS R2YIAY Y2RSt Q& RAAGAYOUGA:z
confidence arguments. | am envisaging a storage of evidence characteristics alongside the individual
SHARSYOS FINISTI OO o0Ay G(GKS CRUSEIIQ 2AFa (G KIS ASHUG I NIHad
as it should cover a multitude of possibilities for the manager to look at the repository or dossier.

S
S
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OPENCOSS
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View All Inventory
of Evidence (225)
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Manage Evidence
Characterization

Argument (27) (191)

Figure28: Developing an Initial Safety Argument

12.5  System reuse with the same standar

The esystem is now upgraded and most of the system is kept the same. The safety manager has
understood that the only change is an upgrade of one of the components and sets up a hew assurance
case for this component.

The Argument Developer/Safety Enggm/Safety manager is putting the argumentation and evidence
together (Sed-igure28 and Figure27) by choosing either:
1. the original safety dossier/safety case/repository and update that with the newnmdton, c.q.
the new assurance case, or
2. choose for an argumentation pattern that include an original successfully assessed safety dossier
and addition of a new component/assurance case.

The Safety Engineer is gathering the information from the devetoaed testers within the manufacturer

company and puts them in the repository. S&gure27.

5dz2NAYy3 GKS LINRPOSaa GKS ySg NBLRAAG2NE A& RAaOdzaas
(independent) assessor. SEgure29.
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Safety
(Project)
Manager (P1)

OPENCOSS
Platform

Compose

Compliance
e Demonstration (211)

-~ «include>

Manage
Repository (197)

«include» >+

Formulate Agreement
on Compliance Means
(212)

Navigate

Safety
Assessor (S1)

Repository (121)

,“ «include»
i Audit Safety /
I Assurance Case

(217)

.-~ «include»

Do assessment
(prepare for
certification) (210)

Audit Compliance
Items (213)

_«include»

«include» Compose
Assessment Report

(48)

Figure29: Assessment and negotiationse cases

12.6

Component reuse with the same standard

Another esystem is now created and one of the components is copied from another system. The

compliance of this amponent was demonstrated with a compositional assurance case and did successfully

complete its assurance assessment. The safety manager sets up a new safety casasesdhe
assurance case for the particular component.

Figure28 should offer all use cases (particularly number 33) for supporting this situation.

12.7

Reuse with a different standard, within the application domain

Now the esystem is applied for another group of target vehicles. For automotive,tteark will be
applied for trucks, the shunt in railway is extended with interlocking, antbei is applied for freight

planes.
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This process follows similar steps as Sectid®. AndFigure28should support the with particularly use
case 34.

12.8 Reuse cross application domain

The core part of the system is replaced by a real time operating system from another domain. This process
follows similar steps as Secti@@.6andFigure28 should again support this with particularly use case 34.
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